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Forord 

Hydrologisk avdeling på NVE er nasjonal faginstitusjon for hydrologi i Norge. Avdelingen er 
ansvarlig for å samle inn, formidle og analysere hydrologiske data til bruk i klimaanalyser, 
beregninger av energiproduksjon, varsling av naturfarer og mye annet. Hydrologiske tjenester 
og analyser av høy kvalitet forutsetter presise inngangsdata med god dokumentasjon samt 
hensiktsmessige verktøy til datahåndtering. I 2007 besluttet ledergruppen på Hydrologisk 
avdeling å påbegynne det såkalte H-kvalitetsløftet – en rekke av prosjekter som hadde til formål 
å øke kvaliteten av innsamlede data, dokumentasjon, verktøy og analyser på avdelingen. Det 
fjerde prosjekt i rekken har blitt gjennomført i perioden 2022-2025. Denne rapporten beskriver 
resultatene fra prosjektet, fordelt på 6 (opprinnelig 7) delprosjekter.       

Hege Hisdal 
direktør 
Hydrologisk avdeling 

Mads-Peter Dahl 
seksjonssjef
Seksjon for hydrometri og datakvalitet

Oslo, mai 2026
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Sammendrag 

H-kvalitetsløftet Fase 4 prosjektet er fjerde ledd i en rekke av kvalitetshevende prosjekter på
Hydrologisk avdeling. Prosjektet har blitt utført på mandat fra H-ledelsen i 2022-2025 under
ledelse av Mads-Peter Dahl. Denne sluttrapporten beskriver prosjektorganiseringen,
gjennomføring av delprosjektene, endringer underveis i prosjektet og anbefalinger til videre
arbeid.

Oppsummering av resultater fra delprosjektene: 

1. I forbindelse med omlegging til sekundærkontroll på findata er det laget flere nye dataarkiver 
og leserutiner som nå er operative. Utviklingen på kontrollprogrammet Hykon er sluttført og det 
er kommet til nye verktøy som muliggjør sekundærkontroll av data på opprinnelig
tidsoppløsning. Det er gjort omfattende opplæring og endringer i datakontrollrutiner i HH.

2. Gjennom tre utviklingsforløp har Monitor blitt et sentralt operasjonelt verktøy til overvåking
av hydrologiske målestasjoner for HH og TBMV. Den nåværende bruken av Monitor bekrefter
behovet for at programmet ble utviklet. I tillegg har Monitor blitt en del av fundamentet for
naturfarevarslingen, da en del av varslene i Abonnér produseres i Monitor.

3. Det har blitt gjennomført en pilot for automatisering av datakontroll. Det har blitt identifisert
fire hovedkategorier av anomalier som vanligvis fjernes i primærkontroll. Basert på et
litteraturstudie på forskjellige maskinlæringsmetoder for å utføre automatisk datakontroll, har
det blitt utviklet deteksjonsfiltre for anomalitypene, ved bruk av data fra 14 tidsserier, som
deretter har blitt testet på 140 andre serier. Resultatene viser at anomalideteksjon er mulig, men 
det gjenstår mye videreutvikling før eventuell operasjonalisering.

4. Det er i prosjektet utviklet rutiner for oppmåling av vannføringskurver ved bruk av hydraulisk
modellering og satt i gang en produksjon av modeller. Det er ved prosjektets avslutning utviklet 
modell for ca 15 stasjoner, som alle er blant de prioriterte for varslingstjenesten. De fleste
modeller har blitt benyttet til styrking av vannføringskurvene på stasjonene.

5. Det var ambisjonen at det i prosjektet skulle utvikles brukervennlig info om vannføringskurver 
og tidsserier i Seriekart eller Sildre. I perioden etter prosjektets oppstart ble mangel på IKT-
ressurser og strømlinjing av H’s IKT-portefølje et stadig større tema. Denne stadig voksende
strategiske utfordringen har gjennom prosjektperioden dempet ambisjonene som å
gjennomføre det planlagte arbeidet. I tillegg ble det i starten av 2026 i H-ledermøte besluttet å
utfase Seriekart og flytte funksjonalitet i Sildre. Den planlagte utviklingen har derfor ikke blitt
gjennomført.

6. Versjonering av frontdata fra breer er gjennomført ved at tabellen i Hydra II som inneholder
frontdata har blitt utvidet med feltet «Generasjon» som i utgangspunktet står som 0 (gjeldende
data). HB har lagt inn verdier for generasjon 1 der måleserier har blitt revidert eller der
inspeksjon av observasjoner viser at det er gjort feil. Revisjon og korreksjoner har blitt
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dokumentert i årsrapporten «Glaciological investigations in Norway». I nedlastingsportalen for 
bredata er det generasjon 0 (gjeldende data) som publiseres. 

7. Det var ambisjonen at det i prosjektet skulle gjennomføres en videreutvikling av H sine
flomtabeller, som inkluderte rydding, bedre registering og formidling/uthenting. I forbindelse
med opprettelsen av FLOKE-prosjektet i HV som omhandlet flomberegninger, ble
videreutvikling av flomtabellene flyttet fra Kvalitetsløftet til FLOKE-prosjektet.



7 

DEL 1 – Organisering av prosjektet 
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1 Organisering av prosjektet 
 

1.1 Bakgrunn og innledende arbeid 
H-kvalitetsløftet Fase 4 prosjektet er fjerde ledd i en kontinuerlig rekke av kvalitetshevende 
prosjekter på Hydrologisk avdeling. Fase 1 prosjektet (ledet av Bent Braskerud) ble gjennomført 
i perioden 2007-2008 og fokuserte på å skape bedre informasjon / meta-data om hydrologiske 
stasjoner gjennom Hysopp. Fase 2 prosjektet (ledet av Elise Trondsen og Svein Taksdal) foregikk 
i perioden 2009-2015 og hadde som hovedfokus at minske usikkerheten og tydeliggjøre 
korreksjoner i tidsserier. Fase 3 prosjektet (ledet av Mads-Peter Dahl) foregikk i perioden 2016-
2019 og hadde en rekke fokusområder fra å dokumentere årsaker til datatap på målestasjoner 
og gjennomføre langtidskontroller på et stort antall vannføringsserier, til bedre organisering av 
massebalansedata i Hydra II og utvikling av Seriekart.   

 

I 2021 begynte prosessen med å definere brukerbehov og derav prosjektleveranser i Fase 4 
prosjektet. Blant annet var det fra databrukerne på H ønske om bedre findata og det hadde lenge 
vært en ambisjon i HH å endre datakontrollregimet til å produsere sekundærkontrollerte findata 
i stedet for de tradisjonelle døgndata. Dette arbeid ble definert som et av leveransene i 
prosjektet. For å øke kvaliteten på sanntidsdata ble det valgt å bruke prosjektet til å sette i gang 
to initiativer. Det ene ble utviklingen av Monitor – et verktøy til å overvåke data fra målestasjoner 
for å effektivisere felthydrologens hverdag og sikre bedre oppfølging av stasjonene. Det andre 
ble en pilot på å undersøke muligheten for statistisk anomali-deteksjon. For å øke kvaliteten på 
flomdelen av vannføringskurver som vanskelig lot seg oppmåle med tradisjonelle målemetoder, 
ble det i prosjektet et mål å utvikle en metode og rutine for kurveoppmåling gjennom hydraulisk 
modellering. For å gi bedre formidling av datakvalitet ble det derutover valgt at prosjektet skulle 
inkludere utvikling av bedre visning av datakvalitet i Sildre/Seriekart, versjonering av frontdata 
fra breer og en videreutvikling av flomtabellene, slik at disse kunne bli operasjonelle i 
forbindelse med flomfrekvensanalyser. Mandat med tilhørende tidsplan og oversikt over 
prosjektleveranser (jf. kap. X) ble vedtatt på H-ledermøte 05.01.2012 (vedlegg 1). Ut over 
prosjekteier, prosjektleder og prosjektgruppe ble det også utnevnt en ressursgruppe til å bistå 
med innspill underveis i prosjektet. 

 

1.2 Personalfordeling 
Prosjekteier 
Hege Hisdal 

 
Prosjektleder 
Mads-Peter Dahl (HHD) 

 

Prosjektgruppe 
Opprinnelig: Mads-Peter Dahl (HHD), Svein Taksdal (HI), Ann-Live Øye Leine (HV), Anja Iselin 
Pedersen (HHD), Hallgeir Elvehøy (HB), Trond Reitan (HM), Sivachandran Navaratnam (IUR), 
Anders Wartiainen (IUR). Senere utvidet med Johanne Bækø (HHD), Sebastian David Junker 
Andersen (HHD), Astrid Vatne (HHD), Solveig Solem (HHT). 
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Ressursgruppe 
HH-faggruppene for datakontroll og vannføringskurver samt Trine Lise Sørensen (HHT), Knut 
Møen (HHT), Kolbjørn Engeland (HM).  
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2 Delprosjekter 
Nedenfor beskrives de 7 delprosjekter som har inngått i prosjektet. For hvert delprosjekt 
beskrives formål, gjennomføring av arbeidet, resultater og anbefalinger til videre arbeid. 

 

2.1 Omlegging til sekundærkontroll på findata 
Formål 
Omlegging til sekundærkontroll på findata ble gjennomført for å gi økt datakvalitet på 
kontrollerte findata, kontrollerte døgndata, urbandata og flomtopper i flomtabellene. Bedre 
data ville bety bedre analyser, ikke minst på findata og urbandata. Dagens inkonsistens i data 
mellom dataarkiver ville bli fjernet. Det ville derfor bli mye lettere å kommunisere til 
databrukere, hvilke data, flomverdier i flomtabeller og arkiver som burde benyttes til 
analyseformål. Omleggingen inneholdt også et effektiviseringspotensial for HH, da primær- og 
sekundærkontroll av data i mange tilfeller sannsynligvis vil kunne utføres som to prosedyrer 
samtidig. 

 

Gjennomføring 
HH-faggruppen for datakontroll ble sammen med tre utviklere på IKTI satt sammen i et scrum 
team for å utvikle programvare for sekundærkontroll på findata. Datakontrollgruppen 
gjennomførte flere interne workshops for å få kartlagt behov og ønsker til et nytt verktøy. I tillegg 
mottok gruppen innspill fra brukere. Ønskene til et nytt verktøy var svært mange, men med kun 
tre utviklere og mye som måtte på plass, måtte det gjøres prioriteringer. Tidlig i prosessen ble 
det også klart at det også måtte gjennomføres endringer i Hydra II i form av nye dataarkiver, og 
dermed også endringer i programmer som leser data fra arkivene. Fokusområdet ble satt til å få 
på plass arkiver som kunne motta sekundærkontrollerte data med finere tidsoppløsning enn 
døgn, og lage verktøy for fornying av det eksisterende datakontrollprogrammet Hykon. I tillegg 
ble også kvalitetsvurdering av flomtopper og forbedring av flomtabellene gitt høy prioritet. 

 

Etter endt behovskartlegging ble selve programmeringsarbeidet startet. Utviklere og 
datakontrollgruppen gjennomførte sprinter i et scrum-rammeverk gjennom et helt utviklingsår 
fra høst 2023 til høst 2024. Ønskene til nye verktøy i Hykon var store, og det ble klart at noen 
tilleggsfunksjoner måtte nedproriteres. I forbindelse med prosjektet støtte man også på flere 
forskjellige utfordringer som prosjektet måtte ta stilling til og løse, blant annet var det usikkert 
hvilke programmer og brukergrupper som brukte dataarkivene i Hydra II som nå skulle endres. 
Disse brukergrupper måtte derfor kontaktes slik at de kunne gjøre endringer i sine programmer 
og prosedyrer. Den 16. oktober 2024 ble omleggingen av arkiver i Hydra II gjennomført, og nye 
dataarkiver ble tilgjengeliggjort for publikum. I forbindelse med omleggingen ble det avholdt 
faglunsj, webinar og laget veiledningsmateriale for å informere om den nye arkivstrukturen. I HH 
ble hydwikier og arbeidsprosedyrer endret. Januar 2025 gjennomførte HH for første gang 
sekundærkontroll på findata.  

 

Resultat 
I forbindelse med prosjektet ble det laget flere nye dataarkiver og leserutiner som nå er 
operative for brukerne. I Figur 1 kan man se et utdrag av endringene som har blitt gjennomført.  
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Utviklingen på kontrollprogrammet Hykon er sluttført og det er kommet til nye verktøy som 
muliggjør sekundærkontroll av data på opprinnelig tidsoppløsning. I tillegg er det gjort mange 
endringer i leserutiner fra Hydra II, så databrukere skal få ut mest mulig av tilgjengelig data. 

 

Anbefalinger til videre arbeid 
Det gjenstår fortsatt en del feil i Hykon som skaper utfordringer for arbeidsflyten i forbindelse 
med datakontroll. Det jobbes med utbedring av disse feilene i forbindelse med de avsatte 
dugnadsuker gjennom året. Selv om det nå er mulig å sekundærkontrollere data med finere 
tidsoppløsning enn døgn, gjenstår det fortsatt for HH å skape et omforent nivå for innsats vs. 
utbytte når det gjelder isreduksjon og komplettering. Dette vil etter hvert komme på plass fra 
erfaring og gjennom kommunikasjon med databrukere og kollegaer i andre land. 
 
 

2.2 Utvikling av Monitor 
Formål 
Formålet med utvikling av Monitor var å etablere et effektivt verktøy for overvåking av 
hydrologiske målestasjoner. Monitor ble utviklet for intern bruk i H og TBMV for å automatisere 
varsling om tekniske feil på målestasjoner, behov for vannføringsmålinger, samt rapportering 
om brudd på minstevannføring. Gjennom muligheten til å sette opp abonnementer og tilpasse 
varslingene etter egne behov, ville Monitor bidra til økt effektivitet, bedre ressursutnyttelse og 
høyere kvalitet i overvåkingen og driften av stasjonsnettet. For H ville Monitor også kunne styrke 
arbeidet med å utvikle mer presise vannføringskurver, blant annet ved å varsle om behov for 
vannføringsmålinger basert på prognosedata. Derutover ble det besluttet at Monitor skulle 
benyttes til å produsere egendefinerte varsler i Abonnér.   

 

Figur 1: Informasjon om nye og gamle dataarkiver formidlet til databrukere 
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Gjennomføring 
Planleggingen av arbeidet med Monitor begynte med brukerstorymapping våren 2021, det vil si 
før oppstarten av Kvalitetsløft 4 prosjektet. Etter gjennomført brukerstorymapping, har selve 
utviklingsarbeidet blitt gjennomført ved bruk av scrum-metodikk. Hver av de mange sprintene 
har hatt tre ukers varighet. Arbeidet har foregått i tre etapper. MVP ble ferdiggjort våren 2022 og 
inneholdt først og fremst predefinerte tester for HH. Etter MVP ble det i juni ferdiggjort en neste 
versjon som inneholdt utvidet funksjonalitet med fokus på egendefinerte tester. I mars 2024 ble 
det ferdiggjort en tredje versjon som inneholdt overvåking av MVF, detaljert overvåking av 
batterispenning og koblinger mot Abonnér. I etterkant har det blitt gjennomført løpende testing 
og flere runder med feilretting og justeringer i programvaren. Utviklingsteamet har bestått av 
personer fra IKTI, samt brukere fra HH og TBMV. Denne tverrfaglige sammensetningen har sikret 
gode erfaringer til fordel for sluttbrukerne og effektiv håndtering av både tekniske og 
brukermessige utfordringer.  

 

Resultat 
Monitor har blitt et sentralt operasjonelt verktøy til overvåking av hydrologiske målestasjoner. 
Den nåværende bruken av Monitor bekrefter behovet for at programmet ble utviklet. I tillegg har 
Monitor blitt en del av fundamentet for naturfarevarslingen, da en del av varslene i Abonnér 
produseres i Monitor. 

 
Anbefalinger til videre arbeid 
Til tross for sin viktige operasjonelle rolle, er Monitor et av flere overlappende verktøy til 
overvåking av det hydrologiske stasjonsnettet. H er midt i en lang prosess med å strømlinje 
avdelingens IKT portefølje som har til formål å imøtekomme begrensede IKT-ressurser og skape 
en mer effektiv arbeidshverdag, der vi skal vedlikeholde og forholde oss til færre IKT-produkter. 
Som en del av dette bør Monitor i fremtiden slås sammen med andre eksisterende verktøy, slik 
at avdelingen i fremtiden har et samlet administrasjonsverktøy for overvåking av det 
hydrologiske stasjonsnettet. 
 
 
 

2.3 Gjennomføre en pilot for automatisering av datakontroll 
Formål 
Hovedoppgaven til HH er å produsere hydrologiske data av god kvalitet. En utfordring er at data 
kan inneholde tekniske feil, som gjør at de produserte vannstandsserier inneholder feilverdier. 
Disse feilene blir med rådata publisert til offentligheten via NVE sine dataportaler. Dagens 
praksis er at HH korrigerer disse feilene fire ganger i året (primærkontroll), men med et økt behov 
for hydrologiske sanntidsdata av god kvalitet er det behov for at korreksjonen utføres hyppigere. 
Ettersom det er for ressurskrevende for felthydrologene å kontrollere dataene nær sanntid, har 
denne piloten for automatisering av datakontroll blitt gjennomført med det formål å teste 
statistiske fremgangsmåter til automatisk deteksjon av feil og gjøre det mulig å vurdere 
realismen for en senere operasjonalisering.  

 

Prinsipper rundt automatisert datakontroll 
For å kunne jobbe strukturert med pilotarbeid på automatisert datakontroll, har det vært 
nødvendig å formulere noen prinsipper for hva vi på sikt ønsker å oppnå, og forutsetninger for 
evt. operasjonalisering.  
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1. Som avgrensning i pilot og første versjon av evt. operasjonalisering ble det valgt å 
fokusere på deteksjon og fjerning av feil – ikke rekonstruksjon av data eller prediksjon. 

2. Tekniske feil skulle være mulig å kategorisere etter type, for så å detektere disse typer 
gjennom hver sin statistiske modell. 

3. Fordi automatisert datakontroll utvikles for fremtidens data, ble det besluttet at 
modellering bare skulle baseres på «moderne» data som inneholdt feil som var 
produsert fra nåtidens instrumenter.  

4. Forsinkelsen fra sanntid til feildeteksjon måtte ikke være for stor, sett i forhold til 
målgrupper og nytteverdi for automatisert datakontroll. 

5. Automatisert datakontroll for hele stasjonsnettet skulle kunne etableres ved 
regionalisering av én universell modell for hver feiltype. Ikke ved etablering av unik 
modellering for hver stasjon. Dette for å sikre et system som ikke ble for 
ressurskrevende, og der nyopprettede målestasjoner raskt kunne inkluderes.  

 

Gjennomføring 
For valg av statistisk metode ble det i 2022 foretatt en litteraturstudie på forskjellige 
maskinlæringsmetoder for å utføre automatisk datakontroll på hydrologiske tidsserier. 
Litteraturstudiet ble dokumentert som en NVE rapport (vedlegg 2).  

Som datagrunnlag ble det valgt ut vannstandsserier fra 14 vannføringsstasjoner. Stasjonene ble 
valgt ut fra forutsetningen om at de representerte ulike typer avrenning i Norge. I de 14 seriene 
ble årene 2000-2022 gjennomgått for alle tilfeller av feil. Det ble registrert rundt 20 typer av feil, 
som deretter ble snevret ned til fire kategorier, definert som:    

 

1) Spiker-feil: Feil kjennetegnet som drastisk endring i vannstand fra ett punkt til et annet, 
før vannstanden «hopper tilbake» og stabiliserer seg på det opprinnelige nivået på det 
tredje punktet. Årsaken er gjerne elektronisk. 

2) Flatdata-feil: Kunstig lav variasjon i vannstand over en lengre periode. Kan for eksempel 
skyldes fastfrysing av flottør, problemer med vann-kommunikasjon eller andre fysiske 
årsaker. 

3) Pendel-feil: Kunstig høy variabilitet, slik at vannstanden tilsynelatende pendler raskt 
opp og ned. Kommer for eksempel av frostpåvirkede trykkceller om vinteren.  

4) Verdi-feil: Kjennetegnes ved at flere vannstandsverdier etter hverandre skifter opp eller 
ned til urealistiske nivåer, enten det er negativ vannstand eller verdier langt høyere enn 
høyeste flommen som kan oppnås på stasjonen. Verdi-feil skiller seg fra spiker-feil ved 
at det kan være flere punkter etter hverandre som har urealistiske verdier. Årsaken er 
enten elektronisk, eller kan skyldes feil justering av sensor/offset på stasjonen. 

Tidsseriene ble transformert til parameteren relativ vannstand med verdier fra 0 (vannstand ved 
null-vannføring) til 1 (vannstand ved 5x500 års flom). Datavariasjonen i tidsseriene og de fire 
feiltyper ble beskrevet matematisk med sine teoretiske fordelinger, og et deteksjonsfilter med 
terskelverdi ble definert for hver feiltype. En maskinlærings-algoritme ble trent i hvert 
deteksjonsfilter. Som treningsdata ble benyttet 2/3 av vanstandsseriene, mens 1/3 ble brukt til 
å teste modellens nøyaktighet. Nøyaktigheten ble evaluert ved bruk av de statistiske målene 
Precision-Recall, der Precision indikerer hvor stor andel detekterte feil som er ekte positive, og 
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Recall indikerer hvor mange av de faktiske feilene som finnes i datasettet som er oppdaget av 
modellen.  

 

Precision=
Antall ekte positive

Antall oppdagede feil
 

 

Recall=
Antall ekte positive

Antall ekte positive + antall uoppdagede feil
 

   

De fire deteksjonsfiltre ble først utviklet for de 14 testserier, og etterpå via såkalt regionalisering 
testet og evaluert på 140 andre serier i stasjonsnettet. I regionaliseringen ble det gjort testing av 
fordelingsparametere som var tilpasset de 140 nye tidsserier. Evaluering av regionaliseringen 
ble både foretatt ved bruk av Precision-Recall, men også ved kvalitativ evaluering av årsakene 
til modellprestasjonene. Beskrivelse av metode for regionalisering fins i vedlegg 3.  

Arbeidet har gjennom det meste av prosjektperioden vært preget av langsom fremdrift. Dette 
skyldes begrensning i personalressurser. Trons Reitan har bare jobbet 30% av tiden i NVE, og 
involverte HH-ansatte har hatt mange andre arbeidsoppgaver ved siden av dette 
prosjektarbeidet. Utfordringen med begrenset arbeidskapasitet har i perioder vært avhjulpet 
med ansettelser av sommerstudenter til evaluering av statistiske resultater.    

 
Resultat 
Det var mulig å utvikle deteksjonsfiltre med høye Precision-Recall verdier for alle fire feiltyper 
for de 14 testserier. Nesten alle detekterte feil var ekte anomalier, og det var få anomalier som 
ikke ble fanget opp. Deteksjonsfiltrene for spiker-feil og verdi-feil klarte å detektere feil i sanntid, 
uten forsinkelse. Deteksjonsfiltrene for flatdata-feil og pendel-feil trengte et større tidsvindu og 
kunne derfor først registrere feil etter 72 timers forsinkelse. Ved testing på de 140 nye tidsserier 
var det deteksjonsfiltrene for verdi-feil og spiker-feil som presterte best. Verdifilteret fungerte 
bra fordi verdi-feil er relativt enkle å detektere, og korrekte data vil sjelden blir markert som 
anomalier på grunn av veldig konservative terskler for hva som skal kategoriseres som feil. 
Spikerfilteret presterte forholdsvis bra, til tross for at ikke alle anomalier oppdages. Når det 
gjelder filteret for flatdata-feil ble for mye korrekte data detektert som feil, som ofte kunne 
begrunnes med dårlig oppløsning på eldre data og lav variasjon i vintervannstand. 
Overdeteksjon var også et problem for pendelfilteret, som generelt presterte dårlig.  

 
Anbefalinger til videre arbeid 
Før en eventuell operasjonalisering er det mye arbeid som må gjennomføres. For å oppnå bedre 
resultater i regionalisering, bør det foretas en ytterligere rensing av data, slik at alle 
limnigrafdata og øvrige data med varierende tidsoppløsning utelates fra datagrunnlaget.  

For å oppnå et større datagrunnlag og unngå den tidskrevende prosess med å manuelt markere 
alle feilene i ukontrollerte vannstandsserier til enhver stasjon kunne det vært nyttig å innsette 
kunstige anomalier i kvalitetskontrollerte data. På den måten oppnås et større datasett filtrene 
kan trenes og testes på, slik at filtrene kan tilpasses enhver stasjon som har kvalitetskontrollerte 
data tilgjengelig. Det har allerede blitt utviklet et førsteutkast av et script som maskinelt innfører 
kunstige anomalier av forskjellig størrelser.  

Videre burde det utføres en regresjonsanalyse på feltparametere mot filtrenes prestasjon. På 
den måten kan vi forsøke å finne en sammenheng mellom hvilke feltegenskaper som gir gode 
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eller dårlige resultater for regresjonsmetodene. Til forskjell fra kunstig innsetting av feilverdier 
vil dette kunne bedre regionaliseringsmetodikken, slik at man kan utføre automatisk 
datakontroll på nyetablerte stasjoner som ikke har tilgjengelig vannstandsdata filtrene kan 
trenes på.  

Deretter bør det testes om anomalier om anomalier kan detekteres ved hjelp av andre tidsserier 
som støttedata. Stort sett alle vannføringsstasjoner produserer to vannstandsserier. 
Sekundærvannstanden kan vise seg nyttig for å avgjøre om det er feil i den primære 
vannstandsserien. Potensialet i andre støttedata som lufttemperatur, vanntemperatur og 
vannstandsserier fra sammenlikningsstasjoner kan også undersøkes.  

Endelig bør deteksjonsfiltrene utvikles til å oppdage anomalier med minst mulig forsinkelse. I 
det gjennomførte pilotarbeid trengte filtrene for flatdata-feil og pendel-feil et tidsvindu på 72 
timer for å kunne registrere feil. Denne forsinkelsen bør forbedres hvis automatisk datakontroll 
skal ha nytte i for eksempel flomvarsling. 

For å øke tempoet i det fremtidige arbeid er det i 2026 ansatt en ny medarbeider med 
statistikk-kompetanse i HH. Personen skal fremadrettet jobbe tett sammen med Trond Reitan. 
 
 

2.4 Utvikle oppmåling av vannføringskurver ved bruk av hydraulisk 
modellering 

Formål 
På mange vannføringsstasjoner er det vanskelig å foreta flommålinger med alminnelige 
måleinstrumenter. Dette kan skyldes vanskelige måleforhold, HMS eller lang reisevei kombinert 
med kort varighet av flommen på stasjonen. Formålet med delprosjektet har vært å utvikle en 
rutine der hydraulisk modellering kan gi bedre kvalitet på flomdelen av vannføringskurven på 
vanskelige stasjoner, og dermed bedre data til alle analyser som er avhengig av flomdata. 

 

Gjennomføring 
For å etablere rutiner for hydraulisk oppmåling av vannføringsmålinger, har det vært behov for 
kompetansebygging i HH. Oppgaven med å lære seg hydraulisk oppmåling har vært plassert i 
faggruppen for vannføringskurver, og gruppen har i flere omganger deltatt på Hec-Ras kurs og 
mottatt bistand fra HV i å sette opp modeller. Faggruppen har løpende arbeidet med 
metodebeskrivelse og utvikling som konsekvens av økende erfaring og endringer i Hec-Ras 
programvaren. Derutover har det vært fokus på utvikling av en enkel metode til oppmåling av 
batymetri. Gruppen har utarbeidet en prioriteringsliste for stasjoner som skulle oppmåles. 
Denne listen har vært i løpende endring, etter hvert som behovene for oppmåling og 
tilgjengeligheten av georefererte høyder, lidardata og batymetridata har endret seg. 

 

Resultat 
Det er ved prosjektets avslutning etablert en operativ rutine for hydraulisk modellering, og 
utviklet modell for ca 15 stasjoner, som alle er blant de prioriterte for varslingstjenesten. De 
fleste har vært modeller som ikke har trengt batymetri. Enkelte av modellene er forkastet (ikke 
gode nok resultater), mens de fleste er benyttet til styrking av vannføringskurvene på 
stasjonene.  

 

Anbefalinger til videre arbeid 
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HH vil fortsette å jobbe med både modelloppsett og metodeutvikling. Fremover vil det bli mer 
fokus på de stasjonene som trenger batymetri for å få en god modell. Det blir derfor viktig å jobbe 
tett sammen med gruppen i HH som spesialiserer seg i batymetri. En målsetting bør være at alle 
i HH på sikt skal kunne gjøre enkel oppmåling av batymetri, mens den hydrauliske 
modelleringen fremdeles bør skje i regi av faggruppen for vannføringskurver. 
 
 

2.5 Utvikle brukervennlig info om kvalitet av 
vannføringskurver/tidsserier i Seriekart/Sildre 

Formål 
HH sitter på mye informasjon om usikkerheter i data som ikke formidles i verken Sildre, Seriekart 
(eller H’s øvrige publikumstjenester). Databrukere har ofte etterspurt at slike usikkerheter 
formidles, og i H er det ønske om å ha så gode publikumstjenester som mulig. Formålet med 
delprosjektet var derfor å utvikle bedre info om datakvalitet i våre tjenester.  

 

Gjennomføring 
Opprinnelig var det ambisjonen at det i prosjektperioden skulle gjennomføres 
brukerstorymapping og etterfølgende programvareutvikling i Seriekart og/eller Sildre til 
visualisering av kvalitet på vannføringskurver og tidsserier. I perioden etter prosjektets oppstart 
ble mangel på IKT-ressurser og strømlinjing av H’s IKT-portefølje et stadig større tema. Denne 
stadig voksende strategiske utfordringen har gjennom prosjektperioden dempet ambisjonene 
som å gjennomføre det aktuelle delprosjektet. I tillegg ble det i starten av 2026 i H-ledermøte 
besluttet å utfase Seriekart og flytte funksjonalitet i Sildre.  

 

Resultat 
Delprosjektet har ikke blitt gjennomført pga. utfordringene beskrevet overfor. 

 

Anbefalinger til videre arbeid 
H har tatt beslutning om utfasing av Seriekart og flytting av funksjonalitet til Sildre. H bør 
samtidig med flytting av funksjonalitet, utvikle bedre formidling av datakvalitet i fremtidens 
Sildre. Det bør utnevnes en produkteier som kan lede prosessen og som også er produkteier for 
HydAPI og eventuelt flere av H’s dataformidlingstjenester. Hvilken informasjon som skal 
formidles i Sildre bør både baseres på brukerstorymapping, erfaringer fra Seriekart, hvilken 
informasjon vi har tilgjengelig og fremover kan produsere til Hydra II og inspirasjon som vi 
finner i lignende publikumstjenester i andre land. 
 
 

2.6 Innføre system for versjonering av frontdata fra breer 
Formål 
Frontposisjonmålinger ved breer begynte rundt år 1900. Etter gjennomgang av lange måleserier 
kan det være behov for å korrigere tidligere publiserte resultat. Versjonering av data gir mulighet 
til å systematisk ta vare på tidligere versjoner av måleseriene. Delprosjektet har lagt til rette for 
en slik versjonering i Hydra II. 

 

Gjennomføring 
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Tabellen i Hydra II som inneholder frontdata har blitt utvidet med feltet «Generasjon» som i 
utgangspunktet står som 0 (gjeldende data). HB har lagt inn verdier for generasjon 1 der 
måleserier har blitt revidert eller der inspeksjon av observasjoner viser at det er gjort feil. 
Revisjon og korreksjoner har blitt dokumentert i årsrapporten «Glaciological investigations in 
Norway». 

 

Resultat 
Funksjonaliteten er utviklet og tatt i bruk. I nedlastingsportalen for bredata er det generasjon 0 
(gjeldende data) som publiseres. 

 

Anbefalinger til videre arbeid 
Tabellen har nå felt for ett målepunkt med tilhørende avstand. Ved en del breer har det 
gjennom tiden vært målt fra flere punkt eller langs flere linjer. HB ønsker å utvide slik at 
observasjoner fra to eller helst tre målepunkt kan lagres. Hver linje i tabellen beskriver endring 
fra «forrige måledato» til «måledato». Det betyr at informasjon om måling ved første måledato 
ikke kan registreres. Denne legges nå inn i kommentar-feltet. HB ønsker å kunne registrere en 
Startverdi – det betyr en observasjon uten «forrige måledato» og uten «lengdeendring». 
 
 
 

2.7 Videreutvikling av flomtabeller – rydding, registrering og bedre 
formidling/uthenting 

I forbindelse med opprettelsen av FLOKE-prosjektet i HV som omhandlet flomberegninger, ble 
videreutvikling av flomtabellene flyttet fra Kvalitetsløftet til FLOKE-prosjektet. Arbeidet omtales 
derfor ikke ytterligere i denne rapporten. 
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Vedlegg 1 Mandat H-Kvalitetsløftet, fase 4 
Behandling og vedtak   

Dokumentet er behandlet av: Vedtaks dato: Godkjent: Med merknad:  

Hege Hisdal/H 5.1.22 Ja  ☒    Nei ☐ Ja  ☐     Nei ☒ 
Eventuelle merknader/endringer: 
 
 
 
 
 
 
 

 
 
Prosjektperiode 

 Dato Ukenr. År 
Start 01/01 01 2022 

Slutt 31/12 52 2025 

 
 
Bakgrunn og hovedpunkter 
Med rollen som nasjonal faginstitusjon for hydrologi i Norge er Hydrologisk avdeling i NVE 
ansvarlig for å samle inn, formidle og analysere hydrologiske data til bruk i klimaanalyser, 
beregninger av energiproduksjon, varsling av naturfarer og mye annet. Hydrologiske tjenester 
og analyser av høy kvalitet forutsetter presise inngangsdata samt hensiktsmessige digitale 
verktøy til datahåndtering og formidling. H-Kvalitetsløftet, fase 4 prosjektet (heretter kalt 
Kvalitetsløft 4 prosjektet) er det fjerde i en rekke av prosjekter som med eierskap i H-ledelsen 
har til formål å øke kvaliteten av data, dokumentasjon og digitale verktøy på avdelingen.  
 
 
Hva er prosjektet og hvilke behov skal det løse 
Kvalitetsløft 4 prosjektet er definert som et strategisk prosjekt på Hydrologisk avdeling. 
Gjennom syv resultatmål har prosjektet til formål å utvikle verktøy og rutiner til forbedring av 
datakvalitet, samt bedre håndtering og formidling av data og datakvalitet. Effektmålene som 
omfatter selve den økte datakvaliteten og bedre dataformidlingen skal utgjøre en del av 
Hydrologisk avdelings sitt bidrag til at NVE når sine mål, delmål og strategiske satsningsområder 
for 2022-2026. Ift. NVE strategien gjelder dette først og fremst områdene «Forebygge skader fra 
flom og skred», «God vassdragsforvaltning og bærekraftig utvikling» og prioriteringene i disse.     
 
 
Hvor har behovet oppstått 

Kryss av for hvem som har utløst behovet: 
Lov/forskrift OED Eksterne 

brukere 
VED Direktør Seksjons-/ 

regionsjef 
Fagansvarlig Andre 

☐ ☐ ☒ ☒ ☒ ☐ ☒ ☒ 
 
For at NVE skal kunne bli bedre til å hjelpe samfunnet med å forebygge skader fra flom og skred, 
trengs bedre varslingstjenester og data som inngår i varslingen. Likeså inngår i en god 
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vassdragsforvaltning bedre klimaanalyser og vurdering av fremtidige konsekvenser som resultat 
av endringer i klima. Det overordnede behovet for bedre data til å løse NVE sine oppgaver 
innenfor klimaendringer og naturfarevarsling kommer derfor fra samfunnet og VED. Det 
detaljerte behovet for bedre data, vannføringskurver og bedre formidling kommer fra 
databrukere, H-ledelsen og fageksperter på datakvalitet som ser forbedringsbehov i 
hydrologiske data, verktøy og analyser. 
 
 
Vurdering av gevinster 
I dette kapittel vurderes gevinstene for hver av de syv resultatmål i prosjektet. (Se avsnitt 5.2 for 
detaljert beskrivelse av resultatmålene R1-R7.)  
 
Gevinster for R1: Omlegging til sekundærkontroll på findata vil gi økt datakvalitet på kontrollerte 
findata, kontrollerte døgndata, urbandata og flomtopper i flomtabellene. Dette vil gi en gevinst 
for H og andre databrukere. Bedre data vil bety bedre analyser, ikke minst på findata og 
urbandata. Dagens inkonsistens i data mellom dataarkiver vil også bli fjernet. Det blir derfor mye 
lettere å kommunisere til databrukere, hvilke data, flomverdier i flomtabeller og arkiver som bør 
benyttes til analyseformål. Omleggingen inneholder også et effektiviseringspotensial for HH, da 
primær- og sekundærkontroll av data i mange tilfeller sannsynligvis vil kunne utføres som to 
prosedyrer samtidig. 
 
Gevinster for R2: Utvikling og ferdigstilling av Monitor vil gi gevinster til H (deriblant 
varslingstjenestene gjennom Abonner og risikobasert varsling), TBMV, SV, andre databrukere, 
kommuner og øvrige publikum. De store muligheter for gevinster skyldes muligheter til å sette 
opp abonnementer i Monitor som gir varsler om alt fra tekniske feil, behov for 
vannføringsmålinger, vannstander/vannføringer over/under gitte nivåer, rapportering om 
brudd på hydrologiske pålegg og mye mer. Monitor inneholder derfor et 
effektiviseringspotensial for mange brukere. På H vil Monitor også kunne bidra til å skape bedre 
vannføringskurver gjennom varsling av målebehov ved bruk av prognosedata. 
 
Gevinster for R3: En suksessfull pilot på automatisering av datakontroll har potensial til å gi 
fremtidige gevinster i form av bedre kvalitet på sanntidsdata til bruk for varslingstjenestene og 
mange andre databrukere, samt effektivisere den løpende kvalitetskontrollen av historiske 
data.  
 
Gevinster for R4: Oppmåling av flere vannføringskurver ved bruk av hydraulisk modellering vil 
kunne gi gevinster i form av bedre flomdata til naturfarevarsling, klimaanalyser og øvrige 
analyser på høye vannføringer. Gevinstene vil derfor komme både databrukere, NVE og 
samfunnet til gode. En annen gevinst internt på H vil være kompetansebygging i hydraulisk 
modellering på HH og mer aktivt samarbeid og vitensdeling mellom HH og HV. 
 
Gevinster for R5: Brukervennlig formidling av kvalitet på vannføringskurver og tidsserier vil være 
en gevinst for alle databrukere, som mye lettere vil kunne få oversikt over datakvalitet og valg 
av data til analysebruk. En indirekte gevinst for H og NVE vil være at eksterne databrukere vil 
oppleve NVEs formidling av datakvalitet som mer profesjonell og brukervennlig.  
 
Gevinster for R6: Versjoner av frontdata fra breer vil gi gevinst til brukere av bredata, da disse får 
et bedre system til å kunne velge bredata til analyser.  
 
Gevinster for R7: Videreutvikling av flomtabellene vil gjennom bedre formidling av datakvalitet 
gjøre det lettere å velge hensiktsmessige flomdata til analysebruk. Dette tiltak vil derfor gi 
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gevinster i form av bedre flomdata til naturfarevarsling, klimaanalyser, beregning av 
dimensjonerende flommer og øvrige analyser på høye vannføringer. Gevinstene vil derfor 
komme både databrukere, NVE og samfunnet til gode. 
 
Tabellen nedenfor viser graden av antatt gevinster for ulike grupper av aktører:  
 
Kryss av for graden av gevinster 
Aktør som er berørt av gjennomført prosjekt: Veldig høy Høy Nokså høy Ikke så høy Lav 

NVE ☐ ☒ ☐ ☐ ☐ 
Hydrologisk avdeling ☒ ☐ ☐ ☐ ☐ 
Andre databrukere (konsulenter, kraftselskaper m.m.) ☒ ☐ ☐ ☐ ☐ 
Samfunnet ☐ ☒ ☐ ☐ ☐ 
 
 
Mål for prosjektet 
Dette kapittel beskriver effektmål og resultatmål i Kvalitetsløft 4 prosjektet. Resultatmålene er 
de konkrete produkter og systemer som utvikles i prosjektet. Effektmålene beskriver hvilke 
virkninger prosjektets resultater får for Hydrologisk avdelings sitt bidrag til at NVE når sine mål, 
delmål og strategiske satsningsområder for 2022-2026.   
 
 
Effektmål  
Bedre kvalitet på vannføringsdata (sanntidsdata, findata, døgndata, flomtopper) og 
derigjennom mer presise naturfarevarsler og klimaanalyser. Derutover høyere kvalitet i øvrige 
analysetyper og beslutninger basert på sanntidsdata. 
Bedre kvalitet på data fra urbanstasjoner og derigjennom bedre analyser som omhandler 
urbanhydrologi.  
Bedre kvalitet på flomsegment i vannføringskurver og derigjennom mer presise 
naturfarevarsler, klimaanalyser og øvrige analysetyper på høye vannføringer. 
Bedre formidling av datakvalitet til interne og eksterne brukere og derigjennom potensial for 
bedre dataanalyser og beslutningsgrunnlag i vassdragsforvaltningen, forebyggingen av flom og 
skred m.m. 
Effektivisering og forbedring av datakontrollrutiner på HH og derigjennom sikre høyere kvalitet 
i datakontrollarbeidet og frigjøre tid til andre kjerneoppgaver på HH. 
 
 
Resultatmål 
R1   Utvikle system for- og gjøre omlegging til sekundærkontroll på findata. 
R2   Utvikle og ferdigstille Monitor (overvåking og varsling av feil i sanntidsdata). 
R3   Gjennomføre en pilot for automatisering av datakontroll. 
R4   Utvikle rutiner for- og oppmåling av vannføringskurver ved bruk av hydraulisk modellering. 
R5   Utvikle brukervennlig info om kvalitet på vannføringskurver/tidsserier i Seriekart/Sildre. 
R6   Innføre system for «versjonering» av frontdata fra breer. 
R7   Videreutvikle flomtabeller – rydding, bedre registrering og bedre formidling/uthenting. 
Prosjektets leveranser 
For hver av de syv resultatmål (R1-R7) i Kvalitetsløft 4 prosjektet inngår en eller flere leveranser. 
 

Leveranser i resultatmålene R1-R7 
R1   Ny versjon av Hykon, tilpasset ny håndtering av findata og metode for sekundærkontroll. Programutvikling 
        på Hykon vil bli utført i et Scrum-rammeverk og derfor bli levert som en rekke leveranser, etter hvert som 
        sprintene gjennomføres.  
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R1   Opplæringsmateriale/Hydwiki for ny sekundærkontroll og oppdatert håndtering av urbandata i Hykon.  
R2   Monitorprogram som oppfyller innhold i MVP, Release 1 og Release 2. Dette for å sikre gevinster for HH, 
        varslingstjenester, TBMV og Abonner. Programutvikling på Monitor blir utført i et Scrum-rammeverk og 
        blir derfor levert som en rekke leveranser, etter hvert som sprintene gjennomføres. 
R3   Rapport som gir review over mulige/eksisterende statistiske metoder for anomalideteksjon. 
R3   Sluttrapport med metodebeskrivelse, resultater og anbefalinger for videre arbeid med automatisert 
        datakontroll. 
R4   Fastlegge rutine som beskriver ansvarsfordeling ml. HH/HV i arbeidet med oppmåling av 
        vannføringskurver og evt. Hydwiki for hydraulisk metode. 
R4   Utarbeide prioriteringsliste for hvilke vannføringskurver som skal oppmåles. 
R4   Utføre hydraulisk modellering / oppmåling på et avtalt antall vannføringskurver. 
R5   Programvareutvikling i Seriekart og/eller Sildre som visualiserer kvalitet på vannføringskurver og 
        tidsserier. Utviklingen vil sannsynligvis bli gjennomført i et Scrum-rammeverk og derfor bli levert som en 
        rekke leveranser, etter hvert som sprintene gjennomføres. 
R6   Utføre endringer i Hysopp som kan håndtere versjonering av frontdata fra breer. 
R7   Ryddejobb i flomtabeller for å rette feil, dobbeltregistreringer og sammenkoble kvalitetsangivelser. 
R7   Justere sammenkobling ml. flomtabeller og ny funksjonalitet i Hykon (se R1). 
R7   Utvikle en uthenting av data fra flomtabellene som formidler anbefalt bruk og kvalitet på en oversiktlig 
        måte til databrukere. 

 
 
Strategisk forankring 
Virksomhetsstrategi 
Prosjektet er samlet sett vurdert til å støtte NVE virksomhetsstrategi:  
 

Kryss av for graden av strategisk forankring 
Veldig stor grad Stor grad Noen grad Begrenset grad Ingen grad 
☒ ☐ ☐ ☐ ☐ 

 
Prosjektet støtter følgende områder i virksomhetsstrategien: 
 
Emne i NVEs strategi 2022-2026: Forebygge skader fra flom og skred og videreutvikle kvaliteten 
av våre varslingstjenester. 
Strategisk forankring: Prosjektet har som effektmål å levere bedre vannføringsdata og 
vannføringskurver og derigjennom sikre mer presise varslingstjenester og klimaanalyser. Dette 
gir en sterk forankring i NVEs strategi for 2022-2026. 
 
Emne i NVEs strategi 2022-2026: God vassdragsforvaltning. 
Strategisk forankring: Prosjektet har som effektmål å levere bedre vannføringsdata og 
vannføringskurver som vil gi bedre muligheter for gjennom analysearbeid å overvåke og 
dokumentere effekter av klimaendringer. Bedre sanntidsdata vil også hjelpe TB i arbeidet med 
å sikre at miljøverdier blir ivaretatt. Dette gir en sterk forankring i NVEs strategi for 2022-2026. 
 
Emne i NVEs strategi 2022-2026: Styrke arbeidet med urbanhydrologi. 
Strategisk forankring: Prosjektet har som effektmål å levere høyere kvalitet på findata og 
urbandata, som vil sikre bedre analyser som omhandler urbanhydrologi. Dette gir en sterk 
forankring i NVEs strategi for 2022-2026. 
 
Emne i NVEs strategi 2022-2026: God formidling, tilgjengeliggjøring av data. 
Strategisk forankring: Prosjektet har som effektmål å sikre bedre formidling av datakvalitet både 
når det gjelder tidsserier, vannføringskurver og flomdata. Dette gir en sterk forankring i NVEs 
strategi for 2022-2026. 
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Prosjektets kompetanse, finansiering og ressursbehov 
Kompetanse 
Kvalitetsløft 4 prosjektet krever viktig kompetanse på en rekke fagfelt for å kunne gjennomføres.  
Kompetanse på datakontroll, datakvalitet, behov for endringer i Hykon og behov for 
funksjonalitet i Monitor hentes fra HH. 
Kompetanse på endringer i arkivstruktur ved omlegging av sekundærkontroll hentes fra Svein 
Taksdal. 
Kompetanse på hydraulisk modellering av vannføringskurver hentes fra HV. 
Kompetanse på videreutvikling av programvarer som Hykon, Monitor, Sildre, Seriekart og 
Hysopp hentes fra IUR og eventuelt eksterne konsulenter. 
Statistisk kompetanse på testing av automatisert datakontroll hentes fra Trond Reitan og 
eksterne konsulenter. 
Kompetanse på forbedring av flomtabeller hentes fra HH, HV og HM. 
Kompetanse på versjonering av frontdata fra breer hentes fra HB og IUR. 
Ressursbehov, timeverk 

Ressurstype Totalt 
Interne timeverk i prosjektet 4000 

Eksternt innleide timeverk i prosjektet 5200 

Sum estimerte timeverk 9200 

 
 
Finansiering 
Det er behov for et betydelig antall interne timer både i Hydrologisk avdeling og i IKTI. Allokering 
av timer i IKTI gjøres gjennom dialog med IKTI-ledelsen, og er i stor grad styrt av H sine 
prioriteringer. Dersom IKTI sin kapasitet blir større, kan med fordel større innsats gjøres med 
interne ansatte og dermed tilsvarende redusere antall timer med innleide konsulenter. Det vil 
søkes om finansiering av eksterne IKT-konsulenter gjennom NVEs sentrale IKT-midler. I tillegg 
kan H benytte midler fra Post 45 (øremerket til hydrologisk stasjonsnett) i og med at resultatene 
fra prosjektet i stor grad vil øke kvaliteten på data fra stasjonsnettet og effektivisere driften av 
målenettet. 
 
 
Risiko  
Prosjektets største risikoer 
Her beskrives de største risikoer i Kvalitetsløft 4 prosjektet med konsekvenser hvis 
risikofaktorene slår til.  
Risiko: Manglende IT ressurser/økonomi til utviklingsarbeid i R1, R2, R3, R5 og R7. 
Konsekvens: R1: H mister evne til å kunne levere høyere kvalitet på findata, urbandata, døgndata 
og flomtopper. R2: H mister evne til å kunne levere høyere sanntidsdatadata, planlegge viktige 
vannføringsmålinger, understøtte videreutviklingen av Abonner og få bedre data til 
varslingstjenestene. TBMV mister muligheten for bedre overvåking av hydrologiske pålegg. SV 
og eksterne brukere for begrenset mulighet for å kunne bruke Monitor (inkludert til lokal 
risikobasert flomvarsling). R3: Pilot for automatisering av datakontroll må helt eller delvis 
kanselleres. R5: H mister mulighet for å kunne formidle kvalitet av tidsserier og 
vannføringskurver på en bedre måte enn hva som fins i dag. R7: H mister mulighet for å kunne få 
tak i flomdata og formidle kvaliteten av disse på en bedre måte enn hva som fins i dag. 
Flomtabellene vil fremdeles være et halvferdig produkt og gevinstrealisering fra arbeidet som 
allerede er lagt i utviklingen av flomtabellene vil utebli. 
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Risiko: Forsinkelse av en eller flere leveranser på grunn av arbeidsoppgaver som tar lengre tid 
enn forventet, eller på grunn av mangel på arbeidskraft i H, IKTI eller fra konsulenter. 
Konsekvens: I hovedsak samme konsekvenser som beskrevet ovenfor. Derutover for R4: 
Manglende forbedring av vannføringskurver gjennom hydraulisk modellering og derfor 
manglende forbedring av datagrunnlag for varslingstjenester og analyser på høye vannføringer. 
R6: Manglende versjonering av frondata fra breer og forbedret formidling til brukere av bredata. 
 
Risiko: Utvikling av IT-produkter som ikke stemmer overens med spesifisert funksjonalitet, for 
eksempel pga. upresis brukerstorymapping, mangelfull testing eller øvrig kontakt med brukere 
underveis i produktutviklingen. 
Konsekvens: Til tross for ferdigstilling av produkter kan konsekvensene bli at effektmål ikke nås 
eller gevinster uteblir. Eksempel fra R5: Hvis formidling av kvalitet på tidsserier og 
vannføringsmålinger ikke utvikles på en tilstrekkelig god måte til interne og eksterne brukere 
kan gevinsten i form av bedre dataanalyser og beslutningsgrunnlag i vassdragsforvaltningen, 
forebyggingen av flom og skred m.m. utebli. 
 
 
Forutsetninger for en vellykket gjennomføring 
IT ressurser/økonomi til utviklingsarbeid i R1, R2, R3, R5 og R7. 
Tilstrekkelig arbeidskraft til gjennomføring i H, IKTI og fra konsulenter. 
Disiplinert styring av fremdrift og oppgaver. 
Minimering av usikkerhet i produktutvikling ved at utviklingen gjennomføres i Scrum-
rammeverk med brukerstorymapping, sprinter med løpende leveranser og hyppig testing og 
nivellering med databrukere. 
Bra samarbeid mellom Prosjektleder og Prosjekteier, inkludert god rolleforståelse. 
Bra utnyttelse av kompetanser beskrevet i avsnitt 8.1.   
 
 
Forutsetninger for vellykket gevinstrealisering 
Her beskrives forutsetninger/tiltak som i realiseringsfasen etter prosjektavslutning vil bli viktige 
for at effektmål og gevinster fra resultatmålene R1-R7 i prosjektet skal bli realisert.  
 
R1   Opplæring på HH i gjennomføring av sekundærkontroll på findata og bedre datakontroll på 
        urbandata. Tydelig kommunikasjon til databrukere om data fra hvilke arkiver som bør bruk 
        til analyseformål.    
R2   Kompetanseoppbygging/formidling om bruk av Monitor hos HH, TBMV, SV, 
        varslingstjenestene og eksterne brukere. Utvikle klare rutiner for bruk av varsler til konkret 
        handling på HH, mtp. feilretting, feltarbeid og datakontroll. Formidle til eksterne brukere at 
        de gjennom Abonnér kan motta varsler fra Monitor.  
R3   Sikre at analyser og sluttrapport gir tydelige konklusjoner og anbefalinger om videre 
        potensial for automatisering av datakontroll på HH. 
R4   HH seksjonssjefer må sikre at vannføringskurver som har vært gjennom hydraulisk 
        modellering blir oppdatert, slik at vannføringsseriene også oppdateres. 
R5   Når brukervennlig informasjon er på plass i Seriekart og/eller Sildre må denne 
        funksjonaliteten formidles til interne og eksterne databrukere for å sikre at 
        informasjonen tas i bruk. 
R6   Når versjonering av frontdata fra breer er utviklet må denne funksjonaliteten formidles til 
        interne og eksterne databrukere for å sikre at informasjonen tas i bruk. 
R7   Når videreutvikling av flomtabeller er gjennomført må dette formidles til interne og eksterne 
        databrukere for å sikre at flomtabellene blir tatt mer aktivt i bruk for å finne flomdata til 
        analyseformål. 



26 
 

 
 
Prosjektorganisering 

Prosjektrolle Enhet Navn 
Oppdragsgiver H H-ledergruppen 
Prosjekteier H HHI 
Prosjektleder HHD MPDA 
Deltagere H-stab STA 

HV ALOL 
HHD AIP 
HB HAE 
IUR TRR 
IUR SINA 
IUR AWA 

Ressursgruppe HH Faggruppe for datakontroll (FRA, KRST, AIP, SIMM, MPDA) 
HH Faggruppe for vf-kurver (FRA, KRST, DME, LDA, IAIK, SIMM) 
HHT TLS 
HHT KMM 
HM KOE 

   

 

  



27 
 

Vedlegg 2 Litteraturstudie på metoder til 
deteksjon av anomalier i hydrologiske data 

sdf 
 
Nr. 15/2022 

Review of methods for automation of quality 
control on hydrologic time series and 
considerations for a research approach at NVE  

 

Trond Reitan  

 RAPPORT 
 



28 
 

NVE Rapport nr. 15/2022  
Review of methods for automation of quality control on hydrologic time 
series and considerations for a research approach at NVE  
Published by:  Author:  

Cover photo: 

ISBN:   

ISSN: 

Case number: 

Print: 

Number printed: 

Abstract: 

Key words: 

Norwegian Water Resources and Energy Directorate  

Trond Reitan 

Anomaly in data from the discharge station 107.3.0 Farstadelva 
v/Farstad 

978-82-410-2206-

7 1501-2832 x 

NVEs hustrykkeri 

10 

This report contains a literature study on the topic of automatic 
anomaly detection in time series using machine learning. The study has 
been carried out in order to see what the state of field is, both in 
academic circles and in real world applications in institutions that 
gather hydrologic or meteorologic time series. The academic research 
is far more advanced of what hydrologic and meteorologic institutions 
are currently implementing, however some initial forays into applying 
the theory by such institutions have started. The research is however 
applied to time series across a much wider spectrum of applications, so 
it is hard to judge how well a method works for NVE purposes. 
Therefore, testing at NVE is required to evaluate how well various 
methods work. Performance should be based on how good the end 
results are as well as their speed and robustness 

Anomaly detection, hydrological time series, machine learning 

Norwegian Water Resources and Energy Directorate  
Middelthuns gate 29 
P.O. Box 5091 Majorstuen 
N-0301 Oslo 
Norway 

Telephone: 22 95 95 95 E-mail: 
nve@nve.no 
Internet: www.nve.no 

March 2022 

http://www.nve.no/


 

Content  

Preface ................................................................................................................ 30 

Summary ............................................................................................................. 32 

Introduction ......................................................................................................... 33 

1  Technical context and considerations ................................................................. 35 

1.1.1  The NVE timeseries and quality control pipeline .................................................................. 35 
1.2  Programming considerations ........................................................................................................ 36 

2  Machine learning .............................................................................................. 36 

2.1  What is machine learning? ............................................................................................................. 36 
2.2  Machine learning and statistics ..................................................................................................... 37 
2.3  Training, validation and testing ..................................................................................................... 37 

3  Experiences from other institutions .................................................................... 38 

3.1  Canadian experiences .................................................................................................................... 38 
3.2  Further thoughts on the Canadian experiences ............................................................................ 39 
3.3  Norwegian experiences .................................................................................................................. 40 

4  Classification schemes for anomaly detection methods ........................................ 40 

4.1  Clustering vs prediction-based anomaly detection ...................................................................... 40 
4.1.1  Clustering ................................................................................................................................ 41 
4.1.2  Prediction-based .................................................................................................................... 41 
4.1.3  Interpolation for extrapolation-based prediction methods ................................................. 42 
4.1.4  Pattern recognition versus statistical time series modelling  ............................................... 43 
prediction ......................................................................................................................................... 43 
4.1.5  Interpolation/extrapolation, separate task or part of a predictionbased method? ............ 44 
4.1.6  Could and should cluster-based and prediction-based methods be combined? ................ 44 

4.2  Supervised, unsupervised or semi-supervised learning ............................................................... 44 
4.3  Single series vs multiple series control ......................................................................................... 45 
4.4  Fragile vs robust ............................................................................................................................. 48 

4.4.1  Time resolution fragility ......................................................................................................... 48 
4.4.2  Gap fragility ............................................................................................................................ 50 
4.4.3  Comparison series fragility .................................................................................................... 51 
4.4.4  Meta-information fragility ...................................................................................................... 51 
4.4.5  New measurement type fragility............................................................................................ 51 

4.5  Black box, white box, grey box? ..................................................................................................... 52 
4.6  Local, regional or local + regional .................................................................................................. 53 

5  A list of anomaly detection methods ................................................................... 54 

5.1  Cluster-based methods .................................................................................................................. 54 
5.1.1  Rule-based methods .............................................................................................................. 54 
5.1.2  Summary statistics-based methods ...................................................................................... 55 
5.1.3  Decision trees ......................................................................................................................... 56 
5.1.4  Statistical clustering methods ............................................................................................... 56 



30 
 

5.1.5  Nearest neighbor methods .................................................................................................... 58 
5.1.6  Similarity score methods ....................................................................................................... 58 
5.1.7  Neural network methods ....................................................................................................... 59 
5.1.8  Support Vector Machines ....................................................................................................... 59 

5.2  Pattern recognition type prediction-based methods ................................................................... 59 
5.2.1  Linear interpolation ............................................................................................................... 60 
5.2.2  Other algorithmic interpolation methods ............................................................................. 60 
5.2.3  Nearest neighbor methods .................................................................................................... 60 
5.2.4  Neural networks ..................................................................................................................... 61 
5.2.5  Random forests ...................................................................................................................... 62 
5.2.6  Support Vector Regression..................................................................................................... 62 
5.2.7  Bayesian networks ................................................................................................................. 62 

5.3  Statistical time series prediction-based methods ........................................................................ 63 
5.3.1  AR, ARIMA and SARIMA ........................................................................................................... 63 
5.3.2  VAR .......................................................................................................................................... 64 
5.3.3  PAR .......................................................................................................................................... 64 
5.3.4  Hidden Markov-chain models ................................................................................................ 64 
5.3.5  Linear SDEs and the layeranalyzer package .......................................................................... 65 
5.3.6  Hydrologically motivated non-linear SDEs............................................................................ 66 

6  A couple of initial tests on existing R packages ..................................................... 67 

6.1  The anomalize R package ............................................................................................................. 67 
6.2  The tsoutliers R package ................................................................................................................ 68 

7  Conclusions ...................................................................................................... 69 

8  References ....................................................................................................... 70 

 
  

Preface  
The demands for providing and handling correct data in real time is increasing. Thus, there 
is also an incentive for detecting and correcting errors faster than before. This project was 
started in September 2021 to investigate the possibilities for using machine learning for 
automatic detection and correction of errors in NVE’s hydrological time series. Machine 
learning is a concept with wide interpretation, spanning from the field of statistics into 
algorithms with other lines of thinking. The purpose with this report was to check what 
similar institutions as NVE are doing in terms of testing/using machine learning for 
correcting hydrological time series, as well as performing a review on available literature.  

Error detection and correction includes performing what we at NVE refer to as «primary» 
and «secondary» control. Primary control can be described as correction of measurement 
errors in a stage time series period recently transferred from the real time data archive to 
a more permanent archive. The purpose of the primary control is to achieve correct stage 
data. Secondary control can be described as adjusting stage values specifically, to make 
discharge data (calculated through the stage-discharge rating curve) as correct as possible. 
Adjusting data due to backwater from ice and data reconstruction are the most prevalent 
secondary control corrections. However, to meet the demands for correct real time data 
NVE also has the ambition to correct the real time archive directly, possibly both when the 
data first arrives and again later when it can be put into context.   
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Anomaly detection in time series, as the field is called in literature, is a large and branching 
topic with continuous development. Thus, in this report classes of solutions are in focus, 
rather than specific methods. Strengths and weaknesses are evaluated, rather than simply 
stating which method is best for which task. It is hoped that this evaluation of methods 
can help in making decisions for further work in anomaly detection and automatic 
correction of hydrological data at NVE.  

Oslo, March 2022 

Hege Hisdal   
Director   
Hydrology Department  

Nils Kristian Orthe  
Deputy Section Head 
ICT and Information Management –  
Development and Consulting  

This document is sent without signature. The content is approved according to internal routines. 
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Summary  
I have performed a literature search on the topic of automatic anomaly detection in time 
series using machine learning. This was done in order to see what the state of field was, 
both in academic circles and in real world applications in institutions that gather 
hydrologic or meteorologic time series. My impression was that the academic research is 
far advanced of what hydrologic and meteorologic institutions are currently 
implementing, but that some initial forays into applying the theory by such institutions 
have started. The research is however applied to time series across a much wider 
spectrum of applications, so it is hard to judge how well a method works for NVE purposes, 
even though it is reported to work well in another context. This is something that NVE 
simply will have to test, in order to see how well various methods work. Note that 
performance should not just be based how good the end results are (how well a method 
catches anomalies), but also on their speed and possibly the robustness of the method 
(thus the cost in terms of maintenance).    

Since the research field of anomaly detection in time series is very wide, I have spent some 
time making different classifications of the methods. This highlights some of the strengths 
and weaknesses that many methods inherit and can help in circling in towards a smaller 
set of methods that needs to be checked.   
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Introduction  
This pilot project consists in examining the possibilities for automatically finding and 
correcting error in hydrological time series archives. NVE wanted to find out what 
similar institutions did in the way of automatic error detection in their time series. The 
field literature was also to be studied. If there was time for doing some initial tests, that 
should also be done. However, the literature was vast so there was little time for testing.  
In the literature, the task of detecting error in data series is called “anomaly detection” 
(or alternatively “outlier detection”). Even when restricting to time series as data 
source, there is still much literature to be read. The restriction to time series is 
important, as it affects statistical and algorithmic methods as well as how the methods 
are tested. In statistical methods, the autocorrelation of time series needs to be 
accounted for. Testing is affected in the sense that dividing the dataset into training 
and test sets needs to be done in larger chunks rather than by random sampling on 
each data point. Issues such as dealing with missing data and changing time resolution 
is also specific to the field of time series.  
The manual data control routines called “primary control» and «secondary control” 
here at NVE are certainly two such types of time series control an automatic system 
could either help with or entirely take over. Primary control is concerned with 
correcting measurement errors in order to achieve correct stage data. Secondary 
control is specifically tasked with adjusting data in order to obtain correct discharge 
data. Corrections due to backwater from ice as well as data reconstruction are the more 
prevalent type of secondary control here in Norway. Secondary control can require 
quite a bit of insight and will thus probably the most difficult to automatize. At NVE, 
these two controls are performed after the time series periods have been transferred 
from the real time archives to more permanent archives. At NVE, there is one archive 
for uncontrolled data (called HYTRAN), one archive for primary controlled data (called 
HYKVAL) and another for secondary controlled data (called HYDAG). We may however 
also consider doing controls on the real time archive, both at the time a sequence of 
time series data arrives and also at a later time when the sequences can be seen in 
context.   
It may be that one type of anomaly detection and correction method works well for one 
type of control but is insufficient or too slow for another. For instance, when handling 
an incoming sequence of data when it is arriving, the method needs to be fast and 
robust. This suggests that advanced methods that require large computing resources 
may not be ideal for that part of the control pipeline. Thus, it may pay off to not commit 
to just one type of method, but rather find a set of methods, with each method tailored 
for each part of the control pipeline.  
Anomaly detection is wide field of study with lots of literature. Even when restricting 
oneself to anomaly detection in time series, there is a wide and increasing body of 
literature. It was thus not possible for me to read every text on the subject, so some 
methods may have been missed. What I aimed for, was to at least check each type of 
anomaly detection method, so that I could be able to classify the methods and get a 
feeling for their strengths and weaknesses. Overview articles gave me a sense of the set 
of possibilities and pointed me to specific solutions within the different classes of 
anomaly detection. Thus, my focus was to sample each class of anomaly detection, 
rather than each specific method. The field is evolving constantly, so that a specific 
method may soon be outdated in its class of solutions, sometimes by more 
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sophisticated version from the same authors. However, the classes of methods seem 
not to expand that fast.  
The applications of time series anomaly detection vary greatly, from aviation, 
electronics and nuclear power plants to meteorology and hydrology. This makes 
comparisons of the efficiency of methods rather hard. Each new article seems to state 
that the new method presented is the best in the field, but very often the method is 
tested on data that other methods were not developed for. Different types of anomalies 
may be common in different applications. Thus, I do not recommend taking each 
article’s claim of efficiency for granted, but rather that several promising methods are 
tested. I could have restricted myself to only articles which applies their methods to 
anomaly detection in hydrology. However, that give a very narrow set of articles (Yu et 
al. 2014 is the only one referred to here) and it is not given that the few methods tested 
in the particular field are the best ones possible.   
There may however be need for adapting the methods to our particular application, 
looking at frequently appearing known anomalies. We also often have a secondary set 
of stage measurements for a hydrological station, which can be an important source 
when doing anomaly detection. This is not so usual elsewhere, though I did find an 
article that was specifically concerned with duplicated measurements (Rey&Luck 
1991). There is also a need to weight the ability to find known anomalies against the 
need to find novel anomalies. If one focuses entirely on known anomalies, it may pay 
of to just make very specific rules targeted towards these anomalies. This is not very 
robust, as new types of anomalies may appear and addition the nature of the known 
anomalies may change over time. However, if one focuses only on one general method, 
this method may turn out not to be able to catch some frequently appearing type of 
anomaly. Thus, a balance between detecting known and unknown types of anomalies 
needs to be found.  
Then classifying the anomaly detection methods, I will explore several classification 
schemes, i.e. different ways of dividing the methods into groups. For each classification 
schemes, each group of methods may have their advantages and disadvantages, which 
I will try to point out. By looking at the groups deemed advantageous for a particular 
task in the control pipeline for multiple classification schemes, it may be possible to 
narrow the set of methods down to a single one or a small set of similar methods. The 
classification schemes also come with their own perspective, which may not be 
apparent before delving into this subject matter.  
Before delving into these classification schemes, I will give a cursory overview of 
machine learning methodology. I will then describe what we at NVE have found out 
about similar efforts at automatic quality control of time series in similar institutions. 
Then I will go through the different classification schemes for anomaly detection 
methods. After that, I will describe some technical difficulties that I think will pop up for 
NVE’s systems. The next chapter will be about specific methods or groups of methods. 
As I have been working on similar topics in a different research setting, I will spend a 
few moments on some particular set of methods from the field of statistical time series 
analysis. I will also describe the few tests I have so far been able to perform. Lastly, there 
is a short discussion on what properties of the methods may be best suited for different 
tasks in the control pipeline.   
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1 Technical context and considerations  
 

1.1.1 The NVE timeseries and quality control pipeline  
The current time series pipeline of NVE is shown in Fig. 1. Incoming data are (typically) 
stored in the real time archive (though some go directly to the HYTRAN archive). From 
there, they are after a while transferred to the more permanent archive called HYTRAN. 
In the current pipeline, there is no regular control performed on the data until after they 
have reached HYTRAN, thus the archive reflects the incoming data. After this, a primary 
control is manually performed. Primary control has as objective to removes or 
interpolate over measurement where the measurements are obviously flawed. The 
primary controlled data is stored in the HYKVAL archive. Manual secondary control is 
then performed in order to create stage values who’s inferred discharge (through the 
stage-discharge rating curve) is correct. Corrections due to icy conditions are the most 
usual form of secondary control. The secondary controlled data is transferred to the 
HYDAG archive, which unfortunately has time resolution equal to one day, rather than 
the time resolution of the incoming data. In order to allow users to fetch some sort of 
secondary controlled data in the original time resolution, a virtual archive has been 
made that correct the HYKVAL data according to the daily mean differences in HYKVAL 
and HYDAG. However, in the future, secondary control will probably be performed with 
the original time resolution.  

  
Figure 1: Current pipeline for NVE time series.  

  
The major hope for automatic control systems, is that they should make it possible to 
perform controls on the first two transfers in this pipeline, alternatively once new data 
arrives (the first arrow) and during the stay at the real time archive. However, these 
methods could also be amenable to either helping the hydrological engineers in 
performing primary and secondary control, or (perhaps later) taking over these tasks. 
Secondary control is the one that requires most information and reflections, so it may 
be that this step is never fully automated. However, an automatic system should at 
least be of assistance in finding possible anomalies and in suggesting replacements.  
The first component of such a new quality control pipeline, that of handling newly 
arrived data, should preferably be very quick. Further control of real time data during 
its stay or during the transfer to HYTRAN, should also be quick enough that at least one 
control can be performed per day. It is important that the original data is still stored 
along the corrected data. It is the corrected data that should be presented to extern 
users. However, several internal systems, such as flood warnings also rely on the real 
time archive. Ideally, if the kinks in a new automatic quality control are to be 
straightened out, then hydrological engineers would look at the corrections and the 
internal systems should be able to run with better results on the corrected rather than 



36 
 

the original data. If the automatic corrections only appear once manual primary control 
is performed, the reason for the changes may be obscured and the primary control may 
in the worst case be performed exclusively on the original data rather than on the 
corrected data. This will mean the automatic system for the first controls will never be 
corrected, the automatic control has performed on real time data has no impact on the 
control pipeline and the primary control may manually correct data that had already 
been automatically corrected before.     
  

1.2 Programming considerations  
NVE has systems running both on Linux and Windows, and there are multiple software 
platforms available on Windows now.  Today's development in NVE is moving towards 
web application software built on Microsoft technology However, at the present time, 
NVE also has many systems working on Linux at the moment. My experience is that time 
series extraction and storing performs well and has a low threshold for introducing new 
functionality. Since the quality control job consists in fetching time series from the 
database, analyzing them, create changes and storing those back in the database, this 
is a job that might just as well go on a Linux system as a Windows system. As far as 
methods are concerned, most are implemented either in R or in Python, which are 
available on Windows and Linux alike. Personally, I only have Linux programming 
competence, so it may be that at least alpha versions of quality control systems can be 
implemented by me on Linux, and then perhaps transferred to Microsoft technology at 
a later stage. When it comes to the later stages of the quality control pipeline, where 
automatic systems in the start probably only will assist the hydrological engineer, it 
may be that previously stored suggestions for correction can be used. It may however 
also be that the programs that enables the users to perform this task should have the 
anomaly detection and interpolation methods implemented locally, or alternatively 
trigger the automated system to work on the data in question.   
Anomaly detection methods usually use one or more components from the fields of 
statistics/machine learning. These components are often implemented in R or Python, 
which seem to be the preferred programming languages in academic circles. While the 
way these components are put together do not come as finished packages, the 
components themselves are typically implemented and thus do not need to be 
programmed from scratch. Instead, one can take these R and Python packages into use 
within a programming framework. This requires that the programs that performs the 
quality control can communicate with R and/or Python.    
  

2 Machine learning  
2.1 What is machine learning?  
The field of machine learning cover all types of algorithms that are able to “learn” from 
the data, where learning means the algorithm has some internal state that is able to 
adapt to incoming data before taking an action. This action can for instance be the 
making of a report, create a prediction, move data into another archive or a take a 
decision on whether to proceed or stop an industrial process. More specifically for the 
purpose of this project, the action may be to keep or remove a chunk of a time series, 
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and if remove whether to keep the data sequence of the removed chunk missing or 
replace it with a prediction. When more data arrives, the algorithms should be able to 
adapt to it and thus update their way of working.  
The phrase “machine learning” can lead the thoughts to artificial intelligence and the 
concept of deep learning (such as neural networks). However, a method that simply 
consists of labelling a data point as erroneous when the change from the previous to 
this data point exceeds a certain threshold, can be called machine learning as long as 
the threshold is adapted to the data. Bayesian spam filters fall into the class of machine 
learning, though they just consist of keeping track of the frequency of usage of each 
word in spam and nonspam emails and calculating a probability based on these 
frequencies.   
The important feature of an anomaly detection method is not how advanced the 
method is, but how well it performs and how much manual supervision and machine 
resources it uses. How well it does the job, can be summarized by its false positive and 
false negative rate, though that requires supervision to calculate. Luckily, NVE has a 
vast archive of time series data that already has undergone manual primary and 
secondary control. Thus, performance can easily be tested for time series that has been 
running for some years. This also gives us the ability to do supervised learning (more 
on that later), without spending much extra manual effort on this. In addition to 
performance and the cost in human and machine resources, how simple it is to 
understand how a method works can also be of importance in circumstances where 
one has to manually check why the method took a particular decision. The methods for 
detection errors may themselves contain errors and may thus need debugging. When 
an anomaly detection method consists of several components (as is often the case), it 
may not matter if a component is difficult to comprehend, as long as it is robust. But 
fragile or error-prone components should definitely be easier to examine and study.   
  

2.2 Machine learning and statistics  
The field of statistics is concerned with how to model data and then estimate, predict 
and perform decisions such as rejecting or accepting hypotheses. These methodologies 
are algorithmic in nature, so there is a strong overlap between the field of statistics and 
the field of machine learning. Statistical methods such as linear regression, 
supervised/unsupervised clustering and hypothesis testing can all be described as 
machine learning methods will frequently appear in machine learning courses.   
The overlap is however not perfect, as some topics in statistics are seldom described in 
machine learning courses (such as the manual process of developing statistical 
models). Also, several machine learning algorithms were developed without 
motivation in any statistical model. In such cases, statistical motivations for the 
method can be found later, but this is not always the case. Other machine learning 
methods can have components that are statistically motivated, but none the less be 
put together without a statistical model in mind.   
  

2.3 Training, validation and testing  
In order to compare methods and get a final verdict on the efficiency of the best 
method, datasets in machine learning are often divided into three, the training subset, 
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the validation subset and the test subset. The training subset is used for adapting the 
machine learning algorithm. In a statistical context, this consists of estimating model 
parameters. The validation subset is used for fixing so-called hyper-parameters, i.e. 
variations in the methodology that is not directly adapted to the data but which has 
consequences for how well the method works. By checking how well the method works 
for different values of the hyper-parameters, these values can be adapted to the data. 
Examples of hyper-parameters are the penalty terms in lasso and ridge regression, 
number of layers and nodes in neural networks and threshold in simple difference-
based anomaly detection. In addition, different methods can be compared using the 
validation subset, in order to reach a decision on which method to use. Lastly, the test 
subset is used for summarizing how well the best method found works.   
The size of these three subsets need not be the same. The complexity of training tends 
to exceed that of validation and testing; thus, it may be better to let the training subset 
be larger than the test and validation subsets. No fixed strategy can be made, but 50% 
training, 25% validation and 25% test may perhaps be suitable, as there is a distinct 
chance that a particular type of anomaly do not appear in the training subset but rather 
in the validation or test subset. Thus, perhaps the ratio could be increased to for 
instance 70% for training and reduced to 15% validation and test. (Test and validation 
can often be of similar importance as so can often be kept at same size.) If the final test 
is deemed unnecessary, one could perhaps use 65% training and 35% validation, or 
perhaps even 80% training and 20% validation.   
In a general context, what goes into the training, validation and test subset can be 
sampled randomly for each data point (with different probabilities so as to give 
different data sizes for the three subsets). However, autocorrelation and the fact that 
most time series anomaly detection methods expect data regularly spaced in time 
means that we will need to do the division into training, validation and test subset 
according to strict start-and endpoint restrictions for each subset. So, for instance, the 
training subset for a particular hydrological station could be the data from 2001-01-01 
to 2010-12-31, the validation subset could go from 2011-01-01 to 2015-12-31 and the 
test subset could go from 2016-01-01 to 2020-1231. Different hydrological stations may 
have different data size, so it may pay off to specify the ratios rather than the specific 
start- and endpoints of the time periods of the various subsets. If the method is later 
recalibrated at the same hydrological station, the size of the entire dataset will have 
increase, so the size of each subset should also be expanded in order to use the new 
data.  
  
 

3 Experiences from other institutions  
3.1 Canadian experiences  
Our main contact abroad is the Canadian department ECCC (Environment and Climate 
Change Canada). They used a system called Aquarius developed by the software 
solutions company Aquatics Informatics for automatic error detection in hydrological 
time series. From what we learned from Douglas Stiff at ECCC, and also indicated in a 
video from 2013, this system did not use machine-learning. ECCC sent a manual which 
seemed to confirm that no machine learning was involved at the time we received the 
manual.   
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As with NVE, ECCC divide their quality control into two parts roughly equal to the 
primary and secondary control at NVE. For primary control, the Aquarius system 
contained many rules that could be set up. These rules consisted in thresholds which 
when exceeded would trigger an action. These thresholds could be for absolute values, 
single changes, change over aggregate values, and thresholds for aggregate changes 
over longer time periods. The latter type of rule was special in that minimal as well as 
maximal changes over time could trigger the rule. The minimal aggregate change over 
time is something I suspect can be problematic for prediction-based anomaly detection 
(more on that later) and is thus an important addition to the set of anomalies to keep a 
watch out for. The user of the Aquarius system, i.e. the hydrological engineer, would 
specify the rules to be used and what the actions were to be performed when the rules 
triggered an action. This could be simply to warn the user, but it could also be to 
automatically remove the data until further notification or some more advanced action. 
(Obviously, the original data must still be stored somewhere). Of the more advanced 
automatic actions was interpolation over the parts of data the system took away as well 
as gliding mean, maximum and minimum. As an example, a gliding maximum could be 
advantageous if the measurements cycles between realistic values and too low values. 
But this is a decision that the user determines when he/she receives the warning, rather 
than something that is automatically determined by the situation. An objective of the 
system is to make the user catch the error as fast as possible, give the relevant 
information sufficient to make a decision and let him/her make the decision about what 
the system is to do next and what needs to happen before the system stops correcting 
the data. The user could also make more advanced rules by combining several of the 
simpler ones. The Aquarius system seemed geared towards making tools for easily 
perform manual secondary control corrections, but as far as I could see, had no 
detection systems specifically made for this task.   

  

3.2 Further thoughts on the Canadian experiences  
In a setting with high user (hydrological engineer) interaction, a system with a wide 
range of actions available could work quite well. However, I think it will be difficult to 
find the correct action to take in all different circumstances, in particular because novel 
anomalies may be found. Thus, I think in a context with less user interaction and more 
focus on automatic quality control, the range of actions ought to be more limited. Some 
type of warning or logging should always be made. This system would also need a way 
for the user to give feedback, if nothing else then a thumbs up or thumbs down to what 
the automatic quality control did. That way, the control system could update how it 
works.   

However, if the further action consists simply of either removal or replacement based 
on a single interpolation method, it may already be hard enough to decide when to do 
which of these two alternatives. The decision may simply be based on hard rules (for 
instance “only interpolated maximally 6 hours”), but they could also be derived by 
treating the decision as a hyper-parameter that is estimated from the validation subset. 
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One then needs some measure for deciding what is best between removal of a data 
point and having an interpolated data point that deviates by a certain amount from 
what it really should be. Thus, some kind of manually set rule is still needed, though 
perhaps this balancing threshold can be set globally (for all datasets in the institution 
rather that for single hydrological stations).  

While the ECCC is highly interested in cooperation and an important collaborator for 
NVE, Aquatic Informatics is a private company and seem to want non-disclosure 
agreements before sharing anything more about their systems. As for the machine 
learning part of anomaly detection, everything we’ve learned points to there not being 
much to gain from the material shared by Aquatic Informatics.  

  

3.3 Norwegian experiences  
Norwegian institutions seem only to be in the starting position when it comes to 
automatic anomaly detection. MET seems to have come furthest. They seem to already 
have a simple rule-based anomaly detection up and running, though it seems to not 
have any machine learning components to it, so far. They are however exploring the 
possibilities of using machine learning. Whether they have come as far as testing is 
unclear, but they seem to have started this process before NVE did. NVE and MET have 
opened the door for more cooperation on this topic in the future.  
My impression is that Statkraft is more behind in this process, but they seem interested 
in the subject and what we at NVE are doing with this. Some cooperation may be 
possible here. The advantage is that Statkraft have experience with the same kind of 
data that NVE have while MET gathers different data types (no stage/discharge which 
is a large portion of NVE’s time series).  
In conclusion, there is not enough past experience on the topic of automatic anomaly 
detection using machine learning, but the prospect of future cooperation between 
Norwegian institutions seems likely.  
  

4 Classification schemes for anomaly detection methods  
 

Since machine learning and anomaly detection in time series are broad and branching 
subjects, there are several ways of classifying the methods. I will go through the 
classifications I am able to discern and relate them to NVE’s systems. Later, I will make 
some tentative class recommendations based on the discussion in this chapter. Before 
describing the perhaps most important distinction in machine learning, that between 
supervised and unsupervised, I will describe the distinction between clustering and 
prediction-based anomaly detection. I found, the discussion of supervised and 
unsupervised learning benefited from having dealt with the clustering/prediction-
based distinction first.  
  

4.1 Clustering vs prediction-based anomaly detection 
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The distinction here is between methods that compare the measurements gotten with 
what one expects (prediction-based) versus methods that simply label the 
measurements normal or anomalous based on their properties without having a clear 
definition of what is expected (clustering). The latter type of methods may however 
have clear definitions of specific ways the data could behave which is not to be 
expected from correct measurements.   
 
4.1.1 Clustering  
Clustering is a statistical concept that deals with how to best identify data with different 
properties and label each data point accordingly. (I could have used the word “classify” 
here, but since this chapter also deals classifying methods, I thought using that word 
for the act of clustering would only cause confusion. One could however also say that 
this chapter deals with the clustering of anomaly detection methods.) In our case the 
labels are either “normal measurement” or “anomaly”, though the “anomaly” could be 
sub-divided into several clusters, such as “spike”, “noisy data stretch”, “gliding 
measurement error”, “ice conditions”, “bad water communication” and “frozen cable”. 
However, one could also define anything outside these labels as an anomaly, thus 
catching novel anomalies. The conceptually simplest clustering algorithms may simply 
define the cluster of “normal behavior” and let anything outside that definition be an 
anomaly. However, defining the cluster of “normal behavior” may be a hard task, which 
blends into what I call predictionbased methods.  
Examples of clustering algorithms are classic statistical clustering, rule-based anomaly 
detection, similarity measures, spectral analysis-based methods, neural networks 
(with labels as outcomes) and use of the “Ripper” method. These methods will be 
described later.  
 
4.1.2 Prediction-based  
When I use the word “prediction” in “prediction-based methods”, it is meant in the 
sense of giving estimates for what a sequence of measurements should be in their 
absence. Thus, it is not meant in the narrow sense of extrapolating forward in time but 
can also be used in the sense of interpolation within a gap in the time series. When used 
in the context of anomaly detection, the idea is to take the sequence of measurements 
to be tested out of the time series and try to predict what sequence values are to be 
expected in the gap created.   
How the algorithm then compares the measured and predicted values, depend on 
whether the algorithm also estimates the uncertainty of the predicted values, as well 
as the sophistication of the method. If uncertainties are provided, one can compare the 
difference between the measured and predicted values against this uncertainty. If 
uncertainties are not provided, one could assume equal uncertainty (either estimated 
from quality controlled data or treated as a hyper-parameter). However, this may be 
unrealistic, since higher stage values may be associated with larger errors due to more 
turbulent waters during floods. Perhaps it would be a more realistic assumption on log-
transformed discharge values? In extrapolation circumstances, this assumption will 
also be unrealistic in treating data predicted two weeks forward equally to data 
predicted one hour forward. In interpolation circumstances, it will be unrealistic to 
treat data in the middle of the gap with the same uncertainty as those close in time to 
the start or end points of the gap. One may create and possibly also test different 
pragmatic solutions to these problems, by testing different ways to make assumptions 
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about how the uncertainty behaves as a function of the different circumstances. 
However, with methods that realistically estimates uncertainty, one avoids this 
problem, thus giving such methods an advantage.   
It may also be that to flag some residual (residual=measured minus predicted) divided 
by uncertainty as anomalous when the values exceed a certain threshold is not enough. 
Fluctuations in the measurements around the prediction may indicate another 
problem, such as the measurements being more noisy than usual, or the influence of 
waves or siphon effects. If one in addition looked at the variation in the residuals over 
the sequence predicted over, one might perhaps catch such anomalies. One might also 
distinguish between large single residuals and residuals that are somewhat large over 
the entire span of the sequence predicted over. Thus, predictions may be used for 
creating more than one measure of anomaly, though some of these measures might be 
applied directly to measurements (variance over the sequence) rather than to 
residuals.   
Since the gaps can be of different length, this means that ideally all different ways of 
making a contiguous gap in the time series should be explored. This is however a hard 
computational task that increases with the square of the number of measurements, 
𝑂𝑂𝑂𝑂(𝑛𝑛𝑛𝑛2) where 𝑛𝑛𝑛𝑛 is the number of measurements. There are various ways of dealing 
with this problem, which will be described later.  
Examples of prediction-based methods are SARIMA (classic time series analysis tool), 
linear interpolation, spline interpolation, linear regression, hydrological modelling 
(requires support series), linear stochastic differential equations, hydrological model 
based non-linear stochastic differential equations, neural networks (with predicted 
measurements as output), Support Vector Machines (SVM), k nearest neighbor 
methods (knn) and random forests.   
 
4.1.3 Interpolation for extrapolation-based prediction methods  
Some prediction methods are predictions only in terms of extrapolation. For instance, 
the LSTM method in the Tensorflow R package only performs forward prediction. Such 
methods can still be co-opted into interpolations, by running them both forward and 
backward, and let interpolation be a weighted mean of the forward and backward 
prediction where the weight depends on the temporal distance to each of the end 
points of the gap. A linear dependency is the simplest. Let 𝑡𝑡𝑡𝑡1 be the time of start of the 
gap, 𝑡𝑡𝑡𝑡2 be the time of end of the gap and 𝑥𝑥𝑥𝑥𝐹𝐹𝐹𝐹(𝑡𝑡𝑡𝑡) and 𝑥𝑥𝑥𝑥𝐵𝐵𝐵𝐵(𝑡𝑡𝑡𝑡) be the forward and 
backward prediction at time 𝑡𝑡𝑡𝑡  

respectively. Then 𝑥𝑥𝑥𝑥𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑡𝑡𝑡𝑡)= ( 𝑡𝑡𝑡𝑡2−𝑡𝑡𝑡𝑡)𝑥𝑥𝑥𝑥𝐹𝐹𝐹𝐹(𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡2)+−(𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡−𝑡𝑡𝑡𝑡1 1)𝑥𝑥𝑥𝑥𝐵𝐵𝐵𝐵(𝑡𝑡𝑡𝑡) . If 

the variance as a function of time of the forward and backward predictions, 𝑣𝑣𝑣𝑣𝐹𝐹𝐹𝐹(𝑡𝑡𝑡𝑡) 

and 𝑣𝑣𝑣𝑣𝐵𝐵𝐵𝐵(𝑡𝑡𝑡𝑡) respectively, are known and it is assumed that the forward and backward 

prediction errors are independent, then  

𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝑥𝑥𝑥𝑥𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑡𝑡𝑡𝑡))= ( 𝑡𝑡𝑡𝑡2−𝑡𝑡𝑡𝑡)2𝑣𝑣𝑣𝑣𝐹𝐹𝐹𝐹((𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡2)−+𝑡𝑡𝑡𝑡(1𝑡𝑡𝑡𝑡−𝑡𝑡𝑡𝑡)2 1)2𝑣𝑣𝑣𝑣𝐵𝐵𝐵𝐵(𝑡𝑡𝑡𝑡). 
Assuming that the forward and backward prediction variance increase proportional at 
least to the square root of the temporal distance between the prediction time and the 
start/end point (respectively for forward and backward prediction), this will cause the 
prediction uncertainty “bubble up” and be largest in the middle, as I think is reasonable 
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to assume, see Fig. 2a and 2b. A naïve handling of uncertainty, where the prediction 
uncertainty is assumed constant, will however yield an uncertainty which is lowest at 
the middle, see Fig. 2c.  

 
the forward and backward prediction variance respectively are 𝒗𝒗𝒗𝒗𝑭𝑭𝑭𝑭(𝒕𝒕𝒕𝒕) ∝ 𝒕𝒕𝒕𝒕 and 𝒗𝒗𝒗𝒗𝑩𝑩𝑩𝑩(𝒕𝒕𝒕𝒕) ∝ 𝟏𝟏𝟏𝟏 − 𝒕𝒕𝒕𝒕. Figure 2c 

shows the interpolation variance when the forward and backward prediction variance both are constant, so 

𝒗𝒗𝒗𝒗𝑭𝑭𝑭𝑭(𝒕𝒕𝒕𝒕) = 

𝒗𝒗𝒗𝒗𝑩𝑩𝑩𝑩(𝒕𝒕𝒕𝒕) = 𝒄𝒄𝒄𝒄.  

  

4.1.4 Pattern recognition versus statistical time series modelling  
prediction  
When doing predictions, one can divide between those that are based on statistical 
time series theory, and those that are treating the sequence of measurements that one 
is seeking a pattern for. The latter can be thought of as a sort of regression analysis 
where the previous sequence is the input and the measurements to be predicted are 
the output. The former gives a theory for the distribution of a new measurement, given 
the past measurements. Statistical time series models do have some degrees of 
freedom, both in the sense of their structure and in sense of the parameter values, 
which are adapted to the data. Thus, they are in a sense also pattern-seeking, but the 
pattern is not simply in the sense of the estimates, but also the variance and perhaps 
even the distributional family itself. Pure pattern recognition methods focus on the 
estimates, and generally do not give a theory for statistical aspects such as auto-
correlation, variance or even distribution. Some pattern recognition methods, such as 
neural networks may however be expanded to give estimates for variance in addition 
to estimates of the measurements themselves. While there is some freedom in 
specifying the structure of the time series models, my expectation is that advanced 
pattern recognition methods have larger degrees of freedom and may potentially find 
patterns that time series models do not.   
When the prediction method is based purely on pattern recognition, the predictions are 
contingent on the time resolution they were developed for. Note however, that many 
(but not all) types of statistical time series analyses have the same problem. How this is 
a problem will be discussed more in a subsection 5.4.   
Another problem with some prediction methods, especially pattern-based such, is that 
the number of time steps they predict forward is fixed. If the gap length deviates from 
the prediction method’s fixed number of time steps just slightly, one might perhaps find 

    
Figure 2: Prediction variance as a function of time.  Here, time is scaled so that t=0 is the start of the gap, t=1  
is the end of the gap. Figure 2a shows the interpolation variance when the forward and backward prediction  
variance respectively are  𝒗𝒗
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a pragmatic solution. Maybe a pragmatic solution is still possible when the gap length 
is significantly less than the prediction length. However, when the gap length is 
significantly larger, one needs to think of more robust solutions. An iterative approach 
to prediction can be employed, but this is difficult to perform while still yielding realistic 
uncertainty estimates. Running the prediction method for a whole range of different 
prediction lengths may be necessary in such circumstances. Note that this problem also 
applies to pattern recognition type of predictors, while time series analysis can be 
exempt from this problem.  
 
4.1.5 Interpolation/extrapolation, separate task or part of a prediction based 
method?  
If an anomaly is detected, we may want the automatic quality control system to replace 
it with corrected values rather than just leave it empty under some circumstances. 
Thus, the algorithm must create predictions, whether or not it does so when checking 
for anomalies. Since the prediction job needs to be done anyway, it makes sense to also 
utilize the prediction algorithm for detecting anomalies. However, there may be a 
hierarchy of algorithms we may want to use, for different parts of the quality control 
pipeline. The part of the pipeline that has to do with recently arrived time series 
sequences, may perhaps only perform operations on small sequences of data, where 
simple interpolation methods are used. In that context, clustering-based anomaly 
detection may work as well as predictionbased anomaly detection.   
 
4.1.6 Could and should cluster-based and prediction-based methods be combined?  
It may also be good to have some parts of the quality control pipeline that are not based 
on predictions. Errors such as frozen wire and bad water communication means less 
variation than what would be expected. However, since any time series prediction 
model will encode for autocorrelation, i.e. that the future is not too far from the present 
state, the prediction will be similar to the past value examined. Thus, a system that 
compares predictions against measurements will find that these two matches quite 
well when the variation is too low. One could perhaps envision that one also checked 
for the variation in the residuals. However, since there may be some dynamics in the 
prediction, the task of comparing measurements to predictions can mask the lack of 
variation when compared to a method that simply summarized the variation in the 
measurements themselves.   
As stated earlier, it may pay to use more than one anomaly measure on the residuals 
when determining if an anomaly occurs or not. It may also be that using anomaly 
measures on residuals can be combined with using anomaly measures on the 
measurements themselves. Some anomalies might be caught best one way, while 
other anomalies may better be caught another way. Thus, a hybrid between cluster-
based and prediction-based anomaly detection could be optimal, at least for some 
parts of the quality control pipeline.   
  

4.2 Supervised, unsupervised or semi-supervised learning  
Perhaps the most important distinction in machine learning is between supervised and 
unsupervised learning. Supervised learning trains an algorithm by presenting it with 
examples of the input it may encounter and the correct output. In the case of 
clusteringbased anomaly detection, this would simply be the label (“normal” or 
“anomaly”). For prediction-based anomaly detection, this would be already quality 
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controlled data and the difference in residuals between the controlled and 
uncontrolled data. Unsupervised learning is simply the opposite of this, where the 
correct output is not provided.   
Unsupervised learning requires less before taken into use, since one do not need to find 
the correct output for any of the input examples. Creating examples of the correct 
output could in many circumstances be very costly. It should however be noted that for 
NVE’s case, most time series have been manually quality controlled, usually for many 
years. Thus, the cost of supervised training has already been paid in NVE’s case. All 
things being equal, a method that utilizes more information, in this case, the correct 
output, should be better at making good decisions than a method where this 
information is missing. The outputs for prediction-based methods are the correct 
values, while for clustering-based methods the outputs are just the labels. Thus, if we 
want to maximize the utility of our manual quality controlled data, this suggests using 
prediction-based methods. However, there may be other factors involved which may 
favor cluster-based supervised methods. Also, since supervised learning is not likely to 
create algorithms better than the supervision it receives, such methods may miss 
undetected anomalies and novel anomalies. Thus, there may also be motivation for 
using unsupervised learning in some part of the quality control pipeline.  
Semi-supervised learning is a hybrid between the two forms of learning describe above. 
Here, the method should be able to learn from previously quality controlled data, but 
then extend what it has learned there to be further able to learn unsupervised from data 
that has not undergone manual quality control. It is not clear to me how to achieve this 
in practice, though I think it must be very dependent on the anomaly detection method 
used. So far, none of the articles I’ve read on the topic fell into this category. If it is 
important to learn from new data fast, I’m thinking that some sort of manual check of 
the automatic system, with an evaluation of “ok” or “false”, could give the system the 
supervision it needs. This may not be a hard task, and since the measurements need 
quality control anyway and the system should now do most of the work, then maybe 
such a solution would be satisfactory. If not, we will either have to try to achieve semi-
supervised learning somehow or simply accept that there is a significant lag in the 
supervision and thus training of the methods used. There may be different answers to 
this problem for different parts of the quality control pipeline.    
  

4.3 Single series vs multiple series control  
It is relatively easy to envision anomaly detection on a single time series. The task is 
basically to compare the sequence of values one wish to control with quality controlled 
sequences in the same time series. If the examined sequence seems to have the same 
properties as the quality controlled sequences, the examined sequence can be labeled 
as “normal”. If it has properties that falls outside the normal range, it is deemed 
anomalous.  
From this description one may be misled into thinking this is a simple task, but more 
sophistication can be necessary in order to define what constitutes normal and 
anomalous properties of a sequence of time series measurements.   
However, when looking only at a single series, one may miss clues about anomalies that 
may have been found if more information was added. For instance, for many of NVE’s 
stage time series, a secondary stage time series is also measured. When these two stage 
series diverge, that is a cause for concern when it comes to the quality of either series. 
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Manual control observations/measurements are also sometimes performed, and these 
can be compared with the time series values. There can also be other relevant data 
measured at the same station, such as air temperature, water temperature, ground 
water, water velocity and precipitation. Low ground water and high stage values might 
be a sign of a potential error, as could high stage values and low water velocity. High 
stage values without any preceding precipitation may also indicate an error in a small 
drainage area. Hydrological modelling may be a further source of comparison and can 
work in parallel as an alternative source of prediction-based anomaly detection. 
Hydrological models utilize surrounding meteorological stations to give an estimate of 
the precipitation and temperature in the drainage area. Such surrounding information 
can also be used directly in anomaly detection. For instance, in prediction-based 
anomaly detection, the prediction strength may increase when one uses correlations 
or causal connections between the series checked and similar series from nearby 
stations.   
While multiple series can be a great source of information for prediction-based and 
perhaps also cluster-based anomaly detection, it can also be a source of confusion. 
When the set of measurements from various time series do not behave as one would 
expect, it may be that the time series one wants to examine is not the problem. Instead, 
there may be an anomaly in one or more of the support series. In a prediction-based 
anomaly detection, one might perhaps identify the series where the residuals are 
largest, but that may still not necessarily be the source of the anomaly. For instance, if 
the precipitation gradually becomes increasingly incorrect, this will cause later larger 
discrepancies between predicted and measured stage/discharge. Also, if a prediction-
based anomaly detection method does not provide uncertainty, it will be hard to 
compare the residuals of a stage series with the residuals of for instance a temperature 
series. Also, if only two series are compared and they are gradually getting more 
inconsistent, it may be hard to idenfity which series is the erroneous one. This may be 
the case when only primary and secondary stage values are compared, see Fig. 3 and 
the illustration on the first page. Rey&Luck (1991) had a large discussion of how to deal 
with the combination of several parallel series, but for only two parallel series, there do 
not seem to be any way of solving this.  
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Figure 3: Comparison of primary and secondary stage measurements for Farstadelva (107.3.0) late spring 
2017. The secondary stage time series has some serious spikes in May. However, there is also a small spike 
both for the primary and secondary stage measurements in April.  

  
Perhaps it is best to think in terms of multiple anomaly detection methods in this 
regard? I am thinking in terms of a hierarchical set of tests.   

1) Single series – Here each series is examined without reference to any 
other series.  

2) Duplicate measurements – Here there are duplicate source for the same 
type of measurement. For instance, for stage, in addition to the primary stage 
series there may be secondary stage, control measurements and estimates 
from a hydrological model.  

3) Support series from the same station. In additional to duplicate 
measurements, this may include other types of measurements performed at 
the same location, which may be correlated (or in a causal relationship) with 
each other and thus offer mutual informational support for each other.  

4) Support series from other nearby stations. Specific discharge values 
may be similar in nearby stations, thus giving extra information about what the 
specific discharge values in a particular location ought to be. I think it will be 
difficult and resourceheavy to just let a machine algorithm examine the whole 
database in order to find the stations that give support for each other. Thus, I’m 
thinking that it is a manual job to find the best support stations. Note that the 
methodology has to be robust to various comparison series situations, see 
section 5.4.3.         
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If an error is found at one hierarchical level, one can then go one hierarchical level down 
in order to find the serie(s) that had the largest indication of having anomalies, even if 
the indication of anomaly was not sufficient to declare the serie(s) as anomalous on 
that lower hierarchical level. In order for this to work though, the output from the 
anomaly detection method cannot simply be “normal” or “anomaly”, but rather use a 
gradual score for how anomalous a sequence is, which can then be thresholded into 
the “normal” or “anomalous” tag. Thus, even if the anomaly score of a sequence 
belonging to a small set of time series on a lower hierarchical level, it may still be 
deemed anomalous by a higher hierarchical level if no other series in the higher-level 
test had a higher anomaly score. This may thus work as a tiebreaker for the problem of 
deciding which series in a multiple set of series contains the anomaly. If a sequence in 
a single time series is to be identified though, and the anomaly is found on the highest 
hierarchical level, the algorithm would have to gradually work through the anomaly 
scores from the top hierarchical level to the bottom. Note that I haven’t found any 
literature that does this. So far that I’ve seen, the anomaly detection literature assumes 
that the set of series to be tested are pre-defined and that if multiple series are 
examined, the objective is simply to find the time sequence where the anomaly 
occurred and not necessarily to find which single series to correct. (Though it may 
perhaps be possible to identify the series through the residuals). The exception is again 
Rey&Luck (1991), though they seem to focus solely on series of duplicate 
measurements.  
  

4.4 Fragile vs robust  
Methods may depend on certain conditions being met, conditions that in real-world 
datasets are broken. The conditions can be on what other time series are available at 
the station or neighboring stations, or the conditions can be on the time series 
themselves. First, let us focus on conditions on the time series themselves.   
 
4.4.1 Time resolution fragility  
The condition I find most glaring when it comes comparing anomaly detection methods 
vs NVE time series is fixed time resolution. Most cluster-based and very many 
predictionbased methods perform pattern-recognition, rather than base themselves 
on statistical time series theory. When the time resolution changes, the patterns will 
necessarily change also. The typical differences between one measurement and the 
next will be altered, in that they will increase when the time resolution becomes larger 
and decrease when the time resolution becomes smaller, and this increase/decrease is 
not necessarily proportional to the change in time resolution. (For instance, in the 
Wiener process, the standard deviation in the difference between one measurement 
and the next, is proportional to the square root of the time resolution). Daily or yearly 
rhythms will change also, so that where the cyclicity of the measurements had one 
length before the time resolution change, it has another after the change.  
Even when the time resolution is fixed, the problem of time resolution fragility may still 
arrive in the form of comparison series. A particular comparison series may have 
changes in time resolution. In other cases, a comparison series may have a fixed time 
resolution, but that resolution is different from the time series it is compared to.   
Statistical time series models are not always exempt from this time resolution fragility. 
Standard models such as AR, ARIMA and SARIMA (more on these later), all assume a 
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standardized dependency between measurements, independent of the time span 
between measurements. There are however other models, where that dependency 
scales with the time span between measurements. Continuous time models are in the 
category and are thus able to deal with measurements that are even gatherer 
irregularly in time (such as instance control measurements and limnigraph 
measurements at NVE).   
I do not recollect having found any method in the anomaly literature that dealt with 
variations in time resolution. However, it may be that some variant of knn methods (k 
nearest neighbors) can be adjusted to deal with fixed time intervals rather than fixed 
number of measurements, and thus be robust to time resolution changes.   
If change of time resolution happened very seldom for all hydrological stations, there 
would be little need in taking changing time resolution into account. I performed an 
analysis where I examined NVE stage time series belonging to real time stations. When 
looking at time series from year 2000 to autumn 2021, about 21.8% had no time 
resolution changes, while 23.6% had only one change within that time period and 
54.5% had multiple changes. The overall mean number of changes in this time interval 
was 3.84, while for only those with multiple changes, the average was 6.6. Thus, for 
those 54.5% of the stations with multiple changes, there were approximately 3.3 
changes per decade. Thus, for any given series, the problem of changing time 
resolutions will show up much less than once per year. There were however 7 stations 
(out of 440) with more than one change each second year. One series (35.16.0.1000.1) 
had 559 changes in those (approximately) 22 years, in other words, 25 time resolution 
changes per year. Fig. 4 shows a histogram of number of time resolution changes, for 
stations with multiple such changes and where the extreme case was removed.   

  
Figure 4: Histogram of number of time resolution changes in the period 2000-2021, for series where the 
number of changes were larger than 1 and less than 559.   
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When a method is fragile to time resolutions, there are several ways one can deal with 
this. One simple solution is to restrict oneself to series where no time resolution 
changes are expected to occur. This may however limit the scope of the anomaly 
detection system severely, since the experience from NVE is that most time series will 
undergo at least one time resolution change in a 22 year period. One may perhaps 
surmise that less changes will be required in the future, but such a policy could be a 
hindrance for improving the measurements in a time series. One might find that a 
station is measured to infrequently to catch the culmination of a flood. If one is then 
presented with the choice of either continue to sample too infrequently or take the 
station out of the automatic anomaly detection system, then the anomaly detection 
system may be seen as a hindrance rather than a help.   
Another way of dealing with changing time resolution in time resolution fragile 
methods is to perform aggregation into a fixed time resolution before doing the 
analysis. One must then make sure that the fixed time resolution is large enough that 
no later measurement sequences are sampled with larger time resolution. At the same 
time, aggregation removes information, so one wants the smallest aggregated time 
resolution which does not violate the previous requirement. Since expectation about 
the future is required, it is hard to make this setting of aggregation time resolution in 
an automatic way. At best, one can use previous time resolutions. One then will have to 
make a contingency plan for whenever the time resolution of a new sequence of 
measurements exceeds the set aggregation time.       
It is also possible to perform linear interpolation between the data points belonging to 
time series periods with coarser time resolution. Thus, when a new, finer resolution is 
introduced for a time series, one could re-train the anomaly detection method using 
the complete time series, but then with a lot of interpolated data points for the older 
parts of the time series. However, if there are any interesting signals in the fine time 
resolution part of the series, those will be missed by the older parts of the time series 
and the signals found in the newer parts will be swamped by the older parts. Thus, this 
is also not a perfect solution.  
The last way to deal with time resolution changes that I can think of, is to simply to start 
over again whenever the time resolution is changed. If the new time resolution matches 
that of some previous time periods, then the method could be trained on those periods. 
If such periods are not found, one will simply have to set some reasonable initial 
parameters for the method that will not render the method too inefficient, and then 
wait for the training and test data to arrive.  
 
4.4.2 Gap fragility  
Most anomaly detection methods are not able to handle gaps, i.e. sequences of missing 
data, in the records. For such gap fragile methods, one first needs to do interpolation 
over the gaps before using the method. With a prediction-based anomaly detection 
method, such a way of interpolating over gaps come with the method itself. However, 
note that the interpolation needed to fill all gaps will be more extensive than the gap 
filling done as a response to anomaly detection. Some gaps due to anomaly detection 
may be larger than what the quality control system is supposed to interpolate over, 
while other gaps may not be due to an anomaly at all and may for some reason also not 
be interpolated over by the quality control system. The gap complete interpolation 
done to circumvent the problem of gap fragility either has to be done on the fly, or the 
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results of such an interpolation has to be stored on an archive different both than the 
pre- and post-control archives.   
Continuous time statistical time series models are able to deal with gaps in that they 
can simply predict from the start to the end of the gap and predict the steps in between.  
However, if the model is also a hidden Markov chain model, where one distinguishes 
between measurement and process, one need not do even this, as one then simply 
condition on no data at time points within the gap. Knn methods that deal with 
neighborhood in terms of time periods rather than the number of measurements, could 
also conceivably be robust to the gap problem.  
 
4.4.3 Comparison series fragility  
Since many of NVE’s real time stage series also have secondary stage series, it may be 
tempting to build one’s anomaly detection method on a comparison of primary and 
secondary stage measurements. However, not all hydrological stations have secondary 
stage series, so requiring secondary stage would limit the scope of the quality control 
system. In addition, the station may have secondary stage, but it could be missing for 
some time periods. In some cases, the source of an anomaly can affect both primary 
and secondary stage equally, so anomaly detection cannot rest solely on comparison 
of primary and secondary stage values in any case.  
As stated earlier, it may pay off to have a whole hierarchy of tests that utilize different 
combinations of time series. Thus, with this type of thinking, a single time series test 
should always be present. However, the system should also be able to deal with the 
problem of missing comparison series for the higher parts of this hierarchy of tests. This 
hierarchy must thus be able to check if the conditions for a test are met and circumvent 
the test if these conditions are not met. For instance, a comparison between primary 
and secondary stage might be the second level in the hierarchy of tests, so the system 
must be able to skip test and go directly to higher order tests (involving more time 
series) whenever the secondary stage is not present.   
 
4.4.4 Meta-information fragility  
If the method relies on meta-information, the system may be fragile if the meta-
information sometimes is lacking. I’m thinking in particular of the stage-discharge 
rating curve, which is a type of meta-information available to most stage time series, 
but not all. Thus, a system that requires specific discharge (which requires a stage-
discharge rating curve when stage is measured), will be fragile to lack of stage-
discharge rating curves, which will then need special handling. There may also be 
different types of meta-information that could be useful but may sometimes be lacking.   
 
4.4.5 New measurement type fragility  
While parameters are set locally, model structure and the type of series included for 
comparison series are reasonable to adapt to different measurement types. However, 
when new types of measurements arrive, the system may be thrown into confusion. A 
model structure that works well for one type of measurements may not work for 
another. The type of series that one compares a given measurement type to may also 
work poorly for a new measurement type. Precipitation may be relevant to stage and 
vice versa, but is solar radiation relevant for either measurement type? Regional 
models (more on that later), may be especially vulnerable to the arrival of new 
measurement types.   
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4.5 Black box, white box, grey box?  
Even when an anomaly detection method functions, it may be hard to understand why 
it yields a certain result in a certain circumstance. The transparency of anomaly 
detection methods varies a lot. How well one feels one understands a method and how 
it related to the task at hand, relates partially on purely subjective factors like how well 
one is acquainted by the method and the mathematical tool it uses. It may however 
also depend on more impersonal factors, like the complexity of the method such as 
how many different steps it involves. How well the estimated inner parameters of the 
method relate to the subject matter at hand, will also affect the transparency of the 
method.   
A non-transparent method is often called a “black box”, while a transparent method is 
called a “white box” and methods somewhere in between a “grey box”. Technically, 
there will be few methods that are completely black or white, but some are found in the 
lighter and some in the darker regions.   
When a method is taken into use, it is important that those doing so has at least a 
technical understanding of the method. That does however not mean that they will 
understand why the method yields a certain result at a certain circumstance. If those 
responsible for integrating an anomaly detection method into their system (typically 
programmers and statisticians) are not the same that are operating the system on a 
daily basis (hydrological engineers for example), the latter group may be at an even 
larger disadvantage. However, it may be debated how important it is to understand 
why an anomaly detection method yielded a certain result in a given circumstance. In 
situations where the anomaly detection is clearly faulty, one might be interested in 
debugging (from a programmer perspective) or manual adjustment of the method 
(from a hydrological engineer perspective) in or to avoid the same problem in the 
future. However, if the method consists of several components, such as prediction and 
comparison between predictions and measurements, transparency might be of more 
interest to some components than others. For instance, it may be that the prediction 
method could be black box while the comparison component may be close to a white 
box. When such an anomaly detection method erroneously labels a sequence as an 
anomaly, one may find that the mysterious prediction seems reasonable while the 
transparent comparison component is too sensitive. If the prediction seems 
unreasonable, and this happens regularly, it may be that in time this black box is 
replaced with another black box that performs better. Still, one may be fumbling in the 
blind when trying to find another black box method that works better, while if the 
prediction method was transparent, it may be easier to adjust it.   
As mentioned in the previous sub-section, time resolutions may change. If the method 
is sufficiently transparent, one may perhaps find a way of re-setting the parameters in 
the method so that the method works for the new time resolution. With black box 
models, this is not likely to be possible.  
Another problem with black boxes is that since they tend to deal with a large set of 
parameters that are difficult to interpret, then transferring knowledge from the set of 
stations so far examined to a new station may not be feasible. Thus, making a method 
that combines regional and local data may be very hard. (More on this topic later.) The 
consequence of this is it may be very hard to perform efficient automatic anomaly 
detection on new time series.    
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While transparency can be good when one wants to improve the method, performance 
is the key measure of an anomaly detection method. A transparent method that 
performs poorly, may perhaps easily be improved, but if these improvements never 
seem to reach that of a specific black box method, the black box method should 
probably be preferred. One should however note that performance is not just how well 
the method works on large unproblematic time series, but also how well it performs on 
small or new time series and how many problems arise due to the fragility of the 
method.   
  

4.6  Local, regional or local + regional  
The methods described in the anomaly detection literature are trained on a single time 
series. Thus, when a new hydrological station is started, there will not be anything to 
train the method on.   
It may perhaps be possible to take the parameters of the anomaly detection method 
adapted to a series considered similar and apply those to the new station. When the 
station has gathered enough data to train the anomaly detection method on local data, 
those parameters can then be replaced with those that are locally adapted. However, 
what is considered a similar station can require manual consideration. In addition, 
stage values are either in heights above sea-level or height above a certain fixed local 
point and can thus vary much from station to station even for stations considered 
similar. If the test was performed on discharge rather than stage, the method might be 
more transferrable from one place to the next. Specific discharge may be even more 
comparable between stations. However, not all stage stations have a stage-discharge 
rating curve, which is necessary for generating (specific) discharge from stage. Most 
NVE stage stations do however, so the problem of missing rating curves may perhaps 
be ignorable.  
It may perhaps be possible to make a regional model for anomaly detection, by 
searching for patterns in the adapted local parameters of the anomaly detection 
method. These patterns may come in the form of a field variables such as drainage area, 
effective lake percentage, average precipitation or average mean spring temperature. 
For instance, for a rule-based anomaly detection method, the thresholds used may 
depend on such field variables in a predictable way. Time resolution may also be tested, 
in order to find how the locally adapted methods depend on time resolution. Thus, 
when a new series is started or a new time resolution is used, the method can be applied 
using regional parameters set according to the field variable values. So, as well as 
solving the problem of new series, this type of analysis can alleviate the problem of time 
resolution fragility. It would however require that the method structure do not vary 
from station to station. Thus, if a predictionbased system uses regression to interpolate 
and extrapolate, the form of the regression should be the same for all stations. If not, 
the parameter values will not be transferrable.   
The learning itself can be regional, which will be called a true regional model, as 
opposed to local first and then adapted to form a regional model. The disadvantage of 
that, is that it requires more computer resources. The advantage is that each time series 
lend strength to the others when learning. An anomaly that is only found in a small set 
of time series now, can none the less be found in other time series later. With only local 
learning, these anomalies will go undetected in time series the first times, until manual 
control detects this and gives supervision. Anomalies are per definition rare events, so 
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lending strength across various time series can be the difference between efficient and 
inefficient learning. However, it may be that local learning and then regional modelling 
afterwards can gradually learn regional patterns, if the regional model then afterwards 
updates each local anomaly detection method. Such an interactive approach may 
perhaps be optimal, since regional learning may be too computer resource hungry to 
be efficient.  
I think a regional model would best be built on specific discharge, when it comes to 
checking stage time series, as specific discharge has a more transferrable nature than 
discharge, which again is more transferrable than stage. Note however the statements 
from the subsection on fragility and robustness; regional models may be vulnerable to 
the arrival of new measurement types and since they may rely on (specific) discharge, 
they may also be vulnerable to stage-discharge rating curve problems.    
One can simply replace the regional parameters with locally adapted parameters 
when sufficient time has passed to train the anomaly detection method locally. 
However, experience from regional flood analysis shows that it is possible to combine 
regional and local information in such a way as to get more reliable results than when 
only one of these sources of information is used. As far as I can tell, this combination 
of regional and local information requires some sort of Bayesian analysis, so that the 
uncertainty of regional and local information can be weighted. Here, the regional 
information will form the prior information, while incorporating local information 
forms the posterior results. This localregional analysis may however be a quite 
ambitious thing to do, which as far as I can tell, has not been done before in an anomaly 
detection context.  
It may also be possible to use the regional model always, as it is ultimately made from 
the collection of local information. However, from experience with regional flood 
frequency analysis, local time series can deviate quite a bit from what the regional 
model expects. Thus, for a long time series which thus can be trained well by a local 
method, a purely regional model will be suboptimal. It will also be suboptimal 
compared to a local+regional model, if that is possible to make, since that 
incorporates local information.  
Regional anomaly detection methods are ambitious to make but do expand the scope, 
by making possibly efficient quality control even for new hydrological stations.  

 

5 A list of anomaly detection methods  
5.1 Cluster-based methods  
5.1.1 Rule-based methods  
Rule-based anomaly detection methods are simply methods that classify a time series 
sequence as an anomaly rather than normal based on a few criteria that are easy to 
formula and check. Usually, these rules come in the form of some value exceeding (or 
in some instances go below) a given threshold. Threshold rules can be combined to 
form more complicated rules, as was seen in the Aquarius system of Aquatics 
Informatics. Another set of rule-based triggers can be found in the MET report of Vejen 
et al. (2002).   
While I have not found any examples of machine learning combined with threshold 
rules, rule-based methods should still be amenable to machine learning, in particular 
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supervised learning. For each time series, the thresholds can be automatically adjusted 
to find the right balance between sensitivity (true negative rate) and specificity (true 
positive rate), using previously quality controlled periods in the same time series. 
Making such a machine learning algorithm may be tricky though, since multiple rules 
are typically used for catching different types of anomalies, and the machine will not 
know in advance that an anomaly should be found with a specific rule. I do expect 
machine calibration to be feasible for rulebased systems, though it may be computer 
resource intensive.  
The advantages of rule-based methods are that they are both easy to understand 
(white box) and not expensive in terms of computer resources. The former means they 
are easy to check and debug, while the latter also means that they are quick. This is a 
major advantage for the early stages of the quality control pipeline, in particular when 
dealing with recently arrived real time data. It may also be that it is possible to make 
regional rule-based systems, where the individual thresholds are derived from field 
variables.   
Rule-based systems may however not be sophisticated enough to catch subtle 
anomalies. For instance, it would be very hard to create a simple rule to find a subtle 
non-consistence between temperature, stage values (possibly transformed into 
discharge) and precipitation that may be needed in order to catch the need for ice-
correction. It may be possible to make rules that compares the values in primary and 
secondary stage measurements, but higher order parts of multi-series comparisons will 
at the very least require regression models in order to be efficient. Thus, rule-based 
systems may be used for rooting out some standard run-of-the-mill anomalies at the 
start of the quality control pipeline, but I do not recommend using them for more finely 
tuned quality control such as secondary control and I do not think they are amenable 
to multi series tests beyond comparing two time series that measure the same thing.   
When gaps are found or time resolution is changed, the way one measurement relates 
to the next will also change. Thus, I do expect rule-based methods to be fragile to time 
resolution changes and gaps, though some of the rules that have to do with aggregated 
values will not change.  
 
5.1.2 Summary statistics-based methods  
When summary statistics is made in order to create a threshold rule for anomaly 
detection, I call that a summary statistics-based method. Examples could be threshold 
on a single value compared to extreme percentiles or mean±k*standard deviation, or 
similar thresholds for the difference between one value and the next. For larger 
sequences, it could be a rule for the standard deviation in the sequence compared to 
the standard deviation of a quality controlled sequence, for instance. Several methods 
described in Vejen et al. (2002) are summary statistics-based methods.  
This may be seen as a sub-genre of rule-based systems. Just as other rule-based 
systems they are in need of calibration. However, there is also an element of automatic 
updating with them, since the summary statistics themselves can be re-calculated 
when new quality controlled data arrives. Thus, summary statistics-based methods are 
not only learning during calibration but can also learn during normal use. Note however 
that if the summary statistics is changed much, then a re-calibration is probably 
necessary.   
Another possible advantage to summary statistics-based methods compared to rule-
based methods that do not use summary statistics, is that it may be easier to transfer 
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knowledge from one hydrological station to the next. For instance, optimal threshold 
for measurement differences compared to their standard deviation may be essentially 
the same for two different stations, even though the standard deviations themselves 
are different. This may give a direct recipe for treating new hydrological stations. It 
could also make regional models possible.   
Summary statistics could also be made for use in larger multi-series tests than other 
rulebased method. Linear regression models are based on summary statistics and can 
be used for comparing values between series. Mahalanobis distance is an alternative 
way of looking at multi-series values (closely related to Principal Component Analysis, 
PCA) that can summarize how far from the normal state the system is at a given time. A 
rule based on Mahalanobis distance could thus catch inconsistencies between time 
series for a single time point. It could also be used for catching inconsistencies in small 
sequences in a single series. Summary statistics could thus provide a more powerful 
version of rule-based methods. However, they would need more statistical intuition to 
make, and advanced versions could be slightly less transparent than simpler rule-
based systems. At the end of the day, they do rely (perhaps indirectly) on statistical 
theory.  
Without a theory behind the change from one measurement to the next, I do expect 
summary statistics-based methods to be fragile to time resolution changes and gaps.   
 
5.1.3 Decision trees  
A decision tree is a set of rules which starts with one branching rule which when applied 
lead to new rules in a tree graph system. I found a mention of this type of methodology 
in Chandola et al. (2009), which mentions a specific way of building decision trees, 
called Ripper (Cohen 1995). As such, such methods constitute an automatic way of 
generating complex rules, which can perhaps be more sensitive and specific than just 
using a small set of pre-defined rules. While the way the algorithm works can be 
complex, the resulting decision tree should be understandable. Thus, the way the 
classification is performed is a “white box” even if the algorithm can possibly be 
described as a “grey box” or even a “black box”. As the rules of a decision tree can be 
complicated, the structure will vary from time series to time series, so I do not expect 
that a regional model can be made from this type of methodology. I also expect the 
method to be fragile to time resolution changes and gaps. Multi series treatment should 
however be possible.  
 
5.1.4 Statistical clustering methods  
Statistical cluster analysis seeks to predict the class a data points that can be a 
multidimensional value (a vector) belong to. Unsupervised clustering can be tricky, but 
supervised clustering can simply consist of gathering some summary statistics for data 
vectors pulled from each pre-defined cluster. In anomaly detection, the cluster could 
simply be “normal” and “anomalous”, but one could also have various anomaly 
classes. It could also be that one simply describes what belong and does not belong to 
the “normal” cluster. In time series anomaly detection, the vector could be a sequence 
of consecutive measures in a single time series, a set of values from different time series 
or a combination (sequences from multiple time series).   
Perhaps the clustering methods that are most closely motivated by statistical theory 
are the distribution-based method, such as linear discriminants (based on the 
assumption of multinormality and equal covariance structure in the different clusters), 
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quadratic classification (which drops the assumption of equal covariance structure) 
and logistic regression (which assumes a functional form for how the values translates 
into classes).  
Naïve bayes is a classification method that uses a distribution for each part of the vector 
(each single measurement) given the cluster it belongs to and then combines the 
knowledge in the various measurements to give a probability for a point belonging to a 
cluster using Bayes formula and the assumption that all the measurements are 
independent. The independence assumption is not very reasonable for time series, 
which is perhaps why I have not seen it used in the time series anomaly detection 
literature. It should however be noted that classification based on Bayes formula and 
the actual distribution of data points belonging to each cluster is the optimal classifier 
according to classification theory. However, having a distributional theory for time 
series is a harder task than for independent measurements and will be described later 
in the prediction-based part of this section.   
Density-based clustering methods are similar to distribution-based methods except 
the attempt to estimate how dense data points belonging to a cluster is packed in a 
region of the vector-space without committing to a distributional family. As such, they 
are nonparametric methods. One particularly popular method is the DBSCAN method 
(mentioned both in Phung et al. 2018 and Chandola et al. 2009).   
K-means clustering (centroid-based clustering where the number of clusters are given), 
classifies a vector according to which cluster centroid is nearest to it. As such, it does 
not rely on a given distribution, but does rely on the assumption that the various 
elements in the vector are comparable in value. As such, this may not be so easy to 
make efficient in a multi-series context.  
Grid-based clustering classifies vectors according to which grid cell they belong to. This 
will be difficult for high-dimensional vectors (large sequences and/or many series), but 
could work for smaller sequences. Fig. 5 shows a so-called “Markov plot” in the FINUT 
program at NVE for pairs of daily discharge values from the station Gryta (6.10.0.1001.1) 
and shows gridded frequencies of measurement combinations for quality controlled 
data.  
This could conceivable be used for rotting out unrealistic changes from one day to 
another.   
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Figure 5: Gridded frequencies of daily discharge pairs at Gryta (6.10.0.1001.1) going from 1980 to 2020.  

  
While clustering methods are mentioned and frequently used in the time series 
anomaly detection literature, my (perhaps arbitrarily collected) reading list did not 
include any methods that relied solely on statistical clustering methods (with the 
exception of a chapter in the master’s degree of Tinawi 2021). However, there were 
examples where clustering was combined with pre-processing and/or post-processing, 
for instance Sodja (2021) and Laptev et al (2015).  

As can be seen, statistical clustering method are varied. It is thus difficult to give a single 
judgement about transparency, time resolution or gap robustness, multi-series 
possibilities or possibilities for making regional models.   
 
5.1.5 Nearest neighbor methods  
Nearest neighbor methods utilizes a sliding window of values around the data point or 
sequence to be examined, rather than the whole time series. The advantage of that is 
the method is adapted to the current season and climatic and possibly meteorological 
situation rather than to the whole time series, which can consist of multiple seasons 
and situations. The disadvantage is of course that a lot of information is thrown away. 
I have found no use of neighbor clustering methods by themselves, but that line of 
thinking seems to be applied to more complex methods with multiple components, see 
for instance Qiu et al. (2012).   
 
5.1.6 Similarity score methods  
Similarity scores are ways of comparing a time series sequence to other sequences in 
the time series. Often the methods restrict itself to a temporal region around the 
sequence examined, so that it has an element of nearest neighbor methodology in it. 
No single such score is used instead multiple scores are combined using Pareto 
analysis. In the literature I found, Hsiao et al. (2016) and Wang et al. (2020), similarity 
scores and Pareto analysis formed a large part of the method, but there were also other 
components. The overall impression was that these methods are quite complicated 



59 
 

and requires insight and substantial programming resources to implement. No source 
code material was mentioned in the cited articles, though perhaps some do exist. The 
methods I found were also unsupervised, which is not optimal for NVE’s case, since 
quality controlled data is available for most stations. The methods seem quite 
sophisticated though, so it may perhaps be that they perform well even without 
supervision.  
The methodology seemed highly non-transparent due to multiple steps and (for me) 
unfamiliar theory. Whether these methods can handle multiple series is unknown to 
me. I would certainly think that no regional model for this method could be made that 
could handle new time series. It is also hard to see how robust such methods are to time 
resolution changes and gaps, though by the pattern-seeking framework of the method, 
I would expect it to be fragile to such things.   
 
5.1.7 Neural network methods  
Neural networks are complex regression systems based on an analogy to biological 
neurons. Simulated neurons are typically stacked in layers in order to create an output 
that can be a highly non-linear function of the input. As far as the anomaly detection 
literature I found, there was no examples of using neural networks explicitly only for 
clustering. Those that I found were prediction-based anomaly detection methods 
(Song et al. 2020, Tinawi 2021, Shipmond et al. 2017, Buda et al. 2018). However, neural 
networks are also capable of giving classifications, thus potentially they could be used 
as a set of clustering method. However, once an anomaly is found, one might want to 
replace the values, and since neural networks are also capable of giving predictions, it 
is perhaps best to use them in this capacity. Still, it could be that a clustering method 
based on neural networks could catch situations where the predictions and 
measurements never stray far apart but where the behaviour of the measurements 
suggests an anomaly none the less.  
 
5.1.8 Support Vector Machines  
Support Vector Machines (SVM) is a method of non-probabilistic clustering 
(classification) that can examine datasets with large dimensionality (such as large time 
series sequences). Dimension reduction is achieved through penalty terms and 
regularization. Some of the similarity scores in Hsiao et al. (2016) utilized SVM. They 
were also mentioned in Chandola et al. (2009) and Yu et al. (2014). The methodology is 
not very transparent, and I would expect robustness problems. However, the method 
can be linear, which could perhaps make regional models possible.   
  

5.2 Pattern recognition type prediction-based methods  
As mentioned earlier, prediction-based anomaly detection methods are methods that 
predict what the measurements “ought to have been” in a small time series period (a 
sequence), and then compares the prediction with the actual measurement values. I 
distinguish here between pattern recognition and time series types of prediction-based 
methods, as the former is based on predicting new values simply on the patterns found 
in earlier sequences but without a statistical understanding of the process that created 
the time series, while the latter also includes a statistical understanding of the process. 
It should be noted that some pattern recognition methods are amenable to some type 
of estimation of uncertainty and can thus give some statistical grounding for the 
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anomaly detection. In other cases, one may perhaps separately construct a model of 
the standard deviation of the residuals (the difference between predictions and 
measurements) as a function of the placement in the sequence. If this is done, then one 
can look at the standardized residuals, which can be given the same treatment for all 
residuals. If not, one might perhaps use a uniform threshold for the residuals, however 
I do expect that to be a sub-optimal solution. In many methods, quite a bit of time is 
spent examining the properties of the residuals.  
However, pattern recognition types of prediction-based methods will not yield the 
probability for a sequence of data points. This also means that they are not amenable 
to using Bayes optimal clustering, though that may not necessarily be used for time 
series types of prediction-based methods either.   
 
5.2.1 Linear interpolation  
A linear interpolation is simply a line drawn from the start to the end of a gap in the 
dataset. (Keep in mind that when checking a sequence in a prediction-based method, 
one pretends the sequence is missing and predicts what the values should have been). 
As such, the residuals are simply the difference between the measurements and that 
straight line.   
One major problem with this method is that prediction also means extrapolation. With 
nothing on the other end, the only thing to do is either to extend a flat line from the last 
measurement (i.e. the prediction is the last measurement) or extend a sloped line from 
the last measurement which matches the previous estimated derivative.  
Since this is a method without any reference to a statistical model, there are no 
uncertainties attached. One could perhaps construct a model for the standard 
deviation of the residuals from previous residuals in comparisons between quality 
controlled and non-controlled data. This needs to be a function of the placement in the 
gap, however, which can get quite complicated. However, if efforts are spent on the 
residuals, it might be that some extra effort should be applied also to the interpolation 
method itself.  
Note that the Wiener process (“random walk”) in continuous time series modelling 
creates interpolations that are linear and extrapolations that are flat lines. Thus, this 
can create a statistical underpinning for the interpolation method and will provide 
standard deviations for the residuals as a function of their placement in the gap. That 
would however move it into the class of time series types of prediction-based methods, 
and I do not expect that the Wiener process is the optimal model for any kind of 
hydrological processes.   
This method is of course very transparent and robust, but not amenable to multi series 
treatment.  
 
5.2.2 Other algorithmic interpolation methods  
Polynomic regression and splines can make for smoother more natural looking 
interpolation than linear regression. Other than that, these methods do however come 
with the same weaknesses, no statistical theory behind and thus no uncertainty given. 
They may however be slightly better for extrapolation.   
 
5.2.3 Nearest neighbor methods  
In a prediction setting, nearest neighbor methods can be simple. For instance, one can 
simply let the predicted value be the mean or median of the k nearest neighbors. This 
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will behave much like the linear interpolation method, though there will be some 
differences.  
There is also a regression variant of k nearest neighbors, where a regression line is fitted 
the nearest neighbors. A small test showed that this did not work too well, see Fig. 6. 
Knn regression do not necessarily fit the end points of the gap it interpolates over. A 
linear rescaling should take care of that, but even so, the form of the regression is not 
as one would expect from discharge values.  
If the number of measurements used is not predefined but rather defined by a time 
interval around the measurement to be predicted, then such a method can be robust 
to gaps and time resolution changes. They are also quite transparent. I do not think 
they are amenable to multiple series treatment, however.  

  
Figure 6: Knn regression test on a gap in the discharge values for the Farstad station (107.3.0.1001.1) for 
the middle of the summer 2021.  

5.2.4 Neural networks  
Neural networks are simulated “neurons” that work as non-linear regression formulas 
for the input they receive. These can be organized into layers, where the original data 
is fed into the first layer, the first layer then sends its output as input to the second layer 
and so forth until the final layer sends its output as the prediction. Song et al. (2020), 
Tinawi (2021), Shipmond et al. (2017), Buda et al. (2018) and Vishwakarma et al. (2021) 
all use prediction-based (on the time series itself rather than its anomaly status) neural 
networks for anomaly detection. With lots of degrees of freedom, neural networks can 
pick up many subtle patterns, but there is a danger of over-learning, meaning that it 
learns patterns that are due simply to stochasticity and will not be repeated anytime 
soon.   
The usual feed-forward neural networks have what is known as short-term memory, 
which means they quickly forget previous states. For time series, a so-called long short-
term memory version (which has feedback loops in the neural network), LSTM, may be 
preferrable. As such, most time series anomaly detection methods that use neural 
networks,s eem to use LSTMs. However, the experience of Shipmon et al (2017) was 
that so-called recurrent neural networks (RNN) worked better for the examples they 
looked at, so LSTMs are not universally the best option for time series. Sun et al. (2021) 
compared several prediction-based anomaly detection methods, where LSTM were as 
good as other neural networks, but not significantly better. A time series based systems 
called EGADS (Laptev et al. 2015), came out as better than any of the neural networks 
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in that study, however. Vishwakarma et al. (2021) used only feed-forward neural 
networks. Still, from the frequent mention LSTMs get in the literature, I would guess 
that they are the default type of neural network used for time series prediction.    
Neural networks require one to specify the number of neurons and layers, and thus 
need a validation phase in order to set these hyper-parameters.  
As mentioned before, neural networks typically only give predictions, not standard 
deviations. They can however be expanded to give some sort of estimate of uncertainty. 
I did not find out how easily uncertainties can be estimated nor how realistic the 
uncertainty estimates will be. (Are the uncertainties uniform or do the uncertainty 
bubble up in the middle of a gap as they should?)  
Note that neural networks are highly non-linear systems. A set of average parameter 
values from nearby stations or a regression model for the neural network parameters 
based on field variables, can thus be expected to perform poorly on new datasets. Thus, 
regional models will probably not be possible. Also note that as far as I know, neural 
networks require fixed time resolution. They are however amenable to multi series 
treatment, making it possible to utilize comparison series.  
Neural networks are often treated as the ultimate example of “black boxes”. There are 
ways of getting into the internal states of neural networks, potentially rendering them 
“grey” instead. This does however require extra analysis and may not be very easy to 
accomplish.  
 
5.2.5 Random forests  
The random forest type of regression is a weighted sampling of decision trees, used for 
prediction. As they are a combination of many decision trees, they can get quite 
complex and thus have many degrees of freedom, just as neural networks. These means 
these methods are quite good at picking up patters, but also that over-learning is a 
distinct possibility. Random forests do however weight the degrees of freedom 
automatically, unlike neural networks, thus no hyper-parameters need to be set. I do 
not know if they are able to give prediction uncertainty or not.   
As with neural networks, random forests are black boxes (maybe even to a larger 
degree) and are fragile to time resolution changes. As neural networks, they are 
amenable to multi series treatment. I also do not think they are amenable to regional 
modelling.  
 
5.2.6 Support Vector Regression  
This is a method similar to Support Vector Machines (SVM), but which yields predictions 
rather than just clustering. Support Vector Regression allows for large regressions to be 
performed with penalty terms for regularization and contains a method for performing 
this regularization. Ma&Perkins (2003) utilized SVR for anomaly detection in time series.  
 
5.2.7 Bayesian networks  
Bayesian networks are hierarchical models, where each component is estimated by 
Bayesian inference. As such, they can also encompass hidden Markov-chain time series 
models, where some parameters influence the state of the time series process which 
again influences the time series measurements. In the literature I collected, there were 
no examples of the use of Bayesian networks outside of time series models. Thus this is 
not a method per se, but a handle for a wide variety of methods that often gets 
mentioned in the anomaly detection literature.   
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5.3 Statistical time series prediction-based methods   
Statistical time series models are models that attempts to give a probabilistic 
description of the set of measurements and possibly also the underlying process. The 
focus is not on prediction (and possibly uncertainty as a separate task), but on 
describing how each measurement depends on the previous ones in a distributional 
form. That is, a time series model gives the probability for a measurement given the 
previous ones, which is called autocorrelation. Since the statistical dependency is 
described, predictions and uncertainties are available through such models. Anomaly 
detection methods may utilize the entire statistical modelling framework of time 
series analysis (Fox 1972, Qiu et al. 2012, Yu et al. 2014, Buda et al. 2018, Silva et al. 
2018, Battaglia et al. 2020, Battaglia&Cucina 2020, Sun et al. 2021) or simply use some 
of the tools from statistical time series analysis (Vishwakarma et al. 2021). The prime 
motivator for using statistical time series analysis tools in anomaly detection is that 
they give an estimate of probability for each measurement, and an anomaly is per 
definition an improbable single measurement or measurement sequence.   
  
There are several ways of classifying time series models.   

• Measurement models vs hidden state models: The simplest models do 
not distinguish between process and measurement, and thus attaches 
dependencies directly on to the time series measurements themselves. 
Hidden state models do distinguish between the two, so that measurements 
are independent while the process has dependencies. With only 
autocorrelation as the dependency structure of the hidden process, the 
model is a hidden Markov-chain model.   

• There are single series time series models and vector versions that 
allows for multiple series.  

• Process models can assume equal distribution for each time step, thus 
assuming equidistant time steps. Continuous time process models are 
models that assume the process to be continuous in time and can thus deal 
with arbitrary time steps.    

5.3.1 AR, ARIMA and SARIMA  
AR stands for auto-regressive models. Auto regression simply means that the state of 
a process (which is also the measurements) depends on some previous values. For 
instance, for AR1, it depends on just the previous state, while in an AR2, it depends on 
the two previous states. Typically, the distribution is assumed to be normal and the 
regression linear, so that the next state is a linear combination of the previous state 
plus independent normal noise. Fox (1972) use AR models directly for anomaly 
detection, while Vishwakarma et al. (2021) used AR models in conjunction with neural 
networks. Silva et al (2018) used auto-regressive models, but with non-gaussian noise 
terms.  
ARIMA is a larger framework of models, which combines auto-regression (AR) with 
integration (I) and moving average (MA). Integration means that the model describes 
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the differences between measurements, rather than the measurements themselves, 
which is why one need to integrate in order to get to the measurements. There can be 
multiple integrations, so if I=2, then the differences in the differences of the 
measurements are modelled, for instance. I=0 simply means no integration. Moving 
average means that the noise terms are seen as a moving average rather than just a 
simple independent noise term. MA=2 means for instance that in addition to a new 
noise term, the previous 2 noise terms are also used. An estimation method for ARIMA 
models was first developed by Box&Jenkins (1976). Laptev et al. (2015) and Sun et al. 
(2021) used ARIMA models for anomaly detection in time series.  
SARIMA is another expansion, where in addition to the previous time steps, the values 
of the previous cycles are also used. For NVE purposes, the cycle in question is the year 
(though days may also be of interest for air temperature for instance). A SARIMA model 
with AR=1, SAR=1 and SMA=1 would utilize the last measurement, the measurement 
last year and the noise term of last year, for instance. As hydrological and 
meteorological time series usually have a clear seasonal component, this expansion 
can be of use. Buda et al. (2018) used SARIMA models as well as sub-categories of that 
(AR and ARIMA).  
All such models do however assume the same distributional dependency for each time 
step and are thus not amenable to time resolution changes. Since the measurements 
are not separated from the process, gaps can also be a problem. These are also single 
series models (though multi series expansions exist, see later subsections). For a 
statistician versed in time series analysis, they are relatively transparent. Due to their 
transparency and linearity, they may also be amenable to regional modelling.  
 
5.3.2 VAR  
VAR stands for vector auto-regressive models. These models have the same structure 
as simple auto-regressive models (thus not hidden state models), but with vectors 
representing the process and the noise terms, and matrices representing the auto-
regressive terms and possibly also the covariance of the noise terms. Qui et al. (2012) 
used VAR in their anomaly detection method. VAR models thus allow for interactions 
between various processes, both in the regressive part and possibly also the noise part. 
Thus, one can distinguish between causal and correlative connections between the 
processes. There exist also vector versions of ARIMA models.   
The considerations of robustness, transparency and regional modelling are the same 
as for SARIMA models, but multi series treatment is what VAR models are made for.  
 
5.3.3 PAR  
PAR are autoregressive models where the model parameters depend on the season 
(where season is a categorical variable). Thus, the mean, the auto-correlation and even 
the size of the noise terms are allowed to change from one season to the next. Battaglia 
et al. 2020 used this type of model.  

The considerations of robustness, transparency, multi series treatment and regional 
modelling are the same as for SARIMA models.  
 
5.3.4 Hidden Markov-chain models  
Hidden Markov-chain models are models which separate between measurements and 
a hidden process (or set of processes) that are described by a Markov-chain. A Markov-
chain is any process model where the present depends on the past only through a finite 
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set of the nearest past values). Thus, this is not a fixed family of models, but rather a 
generic term for a lot of different time series models. Li et al. (2017) used an advanced 
form of hidden Markov-chain model with so-called fuzzy logic elements.    
  
5.3.5 Linear SDEs and the layeranalyzer package  
Stochastic differential equations (SDEs) are continuous time process models and are 
thus able to deal with arbitrary time steps. While one cannot give an analytical 
expression for SDEs in general, this is possible for linear SDEs. The distribution will then 
be normal and the dependency to past states is linear. Single process models are simply 
the Wiener process (“random walk” in continuous time) and the Ornstein-Uhlenbeck 
(OU or mean-reverting process), which generalizes the AR1 model to continuous time. 
However, one can also solve for vector systems of linear SDEs, which massively expands 
the possibilities. This allows for analyzing multiple series while taking the connections 
between them into account. The connections can be Granger causal (in the 
deterministic part of the SDE) or correlative (in the stochastic part of the SDE). (Note 
that Qui et al. 2012 also explored Granger causality as a tool for anomaly detection, but 
in a VAR setting).   
The framework also allows for unmeasured processes to affect the measured ones in 
socalled hidden layers. This expands the modelling possibilities, even for single time 
series analysis. This type of modelling was first examined by the layeranalyzer 
framework (Reitan et al. 2012, Reitan&Liow 2019), which now comes in the form of an 
R package.  
The layeranalyzer framework it also is in the category of hidden Markov-chain models, 
thus separating between measurement and process. Because of this and the 
continuous time element, it is robust to missing data, changes in time resolution and 
differences in time resolution between the various time series involved. It also has a 
regression type of periodicity handling, though this is still in a fairly primitive state (only 
periodicity in the mean by way of trigonometric functions). Fig. 7 shows an 
experimental use that I and Asgeir Petersen-Øverleir at Statkraft performed as an 
experiment. We used one support series and took away some of the data both in the 
time series of interest and in the support series and performed process inference 
(predictions on the process rather than the noisy measurements). The method is able 
to correctly predict an increase in discharge in that part of the series where the support 
series has data. In the parts where data is missing from both series, the interpolation is 
essentially linear.  
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Figure 7: Interpolation with uncertainty bands using layeranalyzer. Another time series (not shown) were 
used for comparison through its connection to the time series shown. The blue line shows the actual 
measurements fed to the analysis, the red line shows the inferred process (the interpolation where measurements 
are missing), the green line shows the uncertainty, the black line is the removed data where the support series 
had measurements and the yellow line is the removed data where also the support series was missing. Note that 
the uncertainty becomes larger in the region where both time series have missing data (that is missing to the 
analysis).   

Since the package delivers predictions with uncertainties, standardized residuals can 
be made, which alleviates the task of making threshold triggers for anomalies. The 
layeranalyzer package can be a bit slow during calibration, especially for large time 
series or large number of time series (or hidden layers). It is thus a problem that 
calibration and prediction is not separated at the moment. It should however be a 
relatively moderate task to make such a separation. The process predictions (as well as 
the likelihood itself) is calculated using a Kalman filter, since the hidden Markov-chain 
is normal and linear.   

The parameters of a linear SDE may be cryptic to people not familiar with such tools, 
but the parameters are interpretable and due to the linearity of the model framework, 
it should be amenable to regional modelling if that is wanted. The main selling point, 
however, may be the methods robustness to time resolution changes and gaps.   

5.3.6 Hydrologically motivated non-linear SDEs    
SDEs can be utilized to mimic the operations of hydrological models. As a part of a 
statistical course at NVE, I made an example of this. A hidden humidity model (using the 
OU process) was thresholded to create a model for precipitation, which was then 
channeled into a reservoir and routed through a rating curve. OU parameters, 
precipitation threshold, reservoir volume and rating curve form parameter were all 
estimated. Since the system is non-linear, the extended Kalman filter was used for 
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calculating likelihoods (and thus estimating the parameters) as well for doing process 
inference (and thus predictions). Fig. 8 shows an example of use.  

  
Figure 8: Process inference for a time series at Farstadelva (107.3.0.1001.1), where the topof a small flood 
was removed. The inferred top was very similar to the data removed. (Unfortunately not shown here.)  

The model described is very simplistic in terms of hydrological modelling, but note 
that it is continuous in time, and thus can robustly handle time resolution and missing 
data issues. The framework could possibly be expanded to use precipitation series 
(which can be correlated to the one driving the discharge series), temperature (in order 
to affect the precipitation threshold as well as for ice expansions) and ground water. I 
do however expect that such models will be much harder to calibrate than 
layeranalyzer models.  
As for robustness and multi series treatment, such a method should be as good as the 
layeranalyzer method. This method will however require much more in terms of future 
research.  
  

6 A couple of initial tests on existing R packages  
While the tools used for performing anomaly detection, such as time series modelling, 
neural networks and clustering methods, are implemented in R and Python, there are 
few packages that perform anomaly detection directly. I had time to look at two R 
packages, tsoutliers and anomalize.   
  

6.1 The anomalize R package  
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The anomalize R package is a single series anomaly detection tool that decomposes 
time series into seasonality trend and remainder, and then checks the remainder 
(residuals?) for extreme values. It is an unsupervised method; thus, it will not learn how 
to best perform the quality control when trained on manually corrected data. The only 
learning is internal in the method.  
I tested the method on the time series 16.122.0.1000.1 in the transition between 2017 
and 2018 (an example provided by Mads-Peter Jakob Dahl at NVE), see Fig. 9. As can be 
seen, the anomalize package do detect some of the anomalies that were also detected 
during primary control. However, it did not mark some of the larger sequences 
corrected as anomalous, and marked many flood values that were deemed correct by 
the primary control as anomalous. The anomalize package thus has far too little 
specificity and sensitivity to be used, I think.  

  
Figure 9: Figure 9a shows the difference between uncontrolled data (HYTRAN) in red, versus primary controlled 
data (HYKVAL) in black. Figure 9b shows how the anomalize package would correct the uncorrected data, with 
black lines deemed normal and red lines deemed as anomalies.  

  

6.2 The tsoutliers R package  
The tsoutliers R package is another unsupervised anomaly detection tool for time series. 
Thus, it also learns only from the uncontrolled series, not by the uncontrolled series 
plus the normal/anomaly label provided by previously performed quality control. The 
method however utilizes the SARIMA time series analysis, a more advanced statistical 
model than what the anomalize R package uses. An experiment on the same time series 
as for the anomalize package showed much of the same problems though. There are 
fewer false positives when it comes to anomalies, see Fig 10b, but the ones that are 
found are not only spikes but also floods that are probably correct. The package also 
fails to identify sequences where the variance is too low, such as can be seen in Fig. 10a. 
Due to its unsupervised nature and no hyper-parameters to adjust, neither the 
sensitivity nor the specificity can be improved, and are not good enough to warrant 
further tests, I think.  

  
Figure 10: Figure 10a shows the difference between uncontrolled data (HYTRAN) in red, versus primary 
controlled data (HYKVAL) in black. Figure 10b shows how the tsoutliers package would correct the uncorrected 
data, with black lines deemed normal and red lines deemed as anomalies.  
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7 Conclusions  
 
There are a great many ways of performing automatic anomaly detection on time 
series. The literature is certainly growing each year. The applications seem mostly to 
come from outside the fields of hydrology or meteorology, though. Thus, testing on 
hydrological time series is necessary before giving a final decision on what particular 
solutions to use. The testing performed so far has only been on a few methods and only 
on one example per method. Multiple methods and multiple examples are needed. 
Note also that multiple solutions may be used, since the requirements are different for 
different parts of the quality control pipeline.   
 
Since NVE has a large archive of manually quality controlled time series, this suggests 
doing supervised rather than unsupervised learning. With some further feedback from 
the hydrologic engineers, the supervision can also come from new data, if the engineers 
are allowed to accept or reject the changes made by the automatic system. The 
feedback can come from the engineers in the form of accepting or rejecting the changes 
made by the system, and possibly by inserting their own changes (the latter requires a 
system for manual correction of real time data). If this can alleviate the manual primary 
control burden, such supervision should hopefully come as a boon rather than an extra 
burden.   
Prediction-based anomaly detection provides methods for how to correct the values, 
something purely cluster-based anomaly detection does not. However, prediction-
based anomaly detection can be slower than cluster-based and may not catch 
instances where the variation is too low (such as frozen wires would cause). It is 
therefore a thought that some simple cluster-based system could take care of incoming 
data and perhaps also the simplest corrections performed later on the real time 
archive. If these can catch all the instances of too low variation during the early stages 
of the quality control, then perhaps more sophisticated prediction-based anomaly 
detection can do the rest. If the simple clusterbased system could be relied on to also 
take care of all spikes other problems having to do with the data seen at the finest time 
resolution, then using time aggregation or interpolation in the later parts of the quality 
control pipeline to alleviate time resolution fragility could perhaps be a viable solution.  
 
Another problem I see is that of new time series. Since machine learning is a component 
we want in a new quality control system, the lack of any data to learn from becomes 
are real problem. There can be many pragmatic solutions to this problem, such as 
borrowing the settings from a neighboring station or simply not performing quality 
control until more data has arrived. A regional model would solve this problem more 
elegantly, but this is at least a moderately large research investment that comes on top 
of all the other research and testing needed to make a learning automatic anomaly 
detection system work. However, since regional models let lessons learnt in one time 
series be applied to others, the efficiency could be much greater than what can be 
achieved by local learning. Even if NVE do not start with making a regional model, the 
possibility of later making a regional model may perhaps be a point to consider when 
choosing anomaly detection methods.  
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One should be aware of the problems of fragility and non-transparency in a method but 
to what extent these problems matter, I will leave to the judgement of those reading 
this report.   
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Vedlegg 3 Modellprestasjon for anomalideteksjon 
ved regionalisering til 140 serier 

Av: Johanne Bækø 
 
Introduksjon  
Sommeren 2024 utførte to sommerstudenter et arbeid med å vurdere prestasjonen til modellen for 
anomalideteksjon. Modellen har tidligere blitt trent og testet på 14 testserier, hvor de seriene har blitt 
markert for forskjellige feiltyper. Disse feiltypene har blitt snevret ned til 4 hovedkategorier, som 
inkluderer spikere, flate data, pendeldata og verdi-feil. Modellen har så blitt kjørt på 140 tidsserier fra 
forskjellige vannføringsstasjoner, som ikke har blitt markert for feil. Det er disse resultatene 
sommerstudentene har vurdert.  
 
Modellresultatene gir resultater stasjonsvis, deretter fordelt på filter (linear, pendel, spike og value), 
deretter metode. For hver detekterte feil/anomali produserer modellen et plott.  
 
 

 
 
 
 
 
 
 
 

 
 

 
 
Sommerstudentene har gått gjennom hvert av disse anomaliplottene, og vurdert om modellen har 
prestert rett eller feil. Denne informasjonen har de fylt inn i et exceldokument, som i skjermbildet under. 
Informasjonen de fyller ut er antall plott modellen produserer (altså antall anomalier), hvor mange av 
disse som er riktig detektert (ekte positive) og antall uoppdagede feil, som de har funnet ved å visuelt 
inspisere tidsserien for den samme perioden. I resultatmappen (bilde nr. 3 over) ligger det også et 
histogram med fordeling av data, og hvordan de forskjellige modellene har tilpasset fordelingen og 
hvilken terskel modellene har satt (terskel for hva som regnes som feil/anomali). Studentene har videre 
fylt inn «ja» eller «nei» i kolonner for «terskel helt feil» og «fordeling helt feil». De har også fylt inn 
hvis det er mest feil i gamle data, da som regel på grunn av lavere oppløsning. De har gitt en subjektiv 
karakter fra 0-10, basert på prestasjonen til modellen. Til slutt har de fylt inn en kommentar som kan 
forklare karakteren eller årsaken til at modellen presterer dårlig. 
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Eksempel på plott av detektert 
anomali:  
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Hvordan fordelingene og 
tersklene kan se ut for de 
forskjellige metodene, i forhold 
til de faktiske dataene:  
 
 
 
 
 
 
 
 
 
 
Om de forskjellige modellene/metodene:  
 
Navnene på modellmetodene kommer fra hva de baserer fordelingsparametrene og tersklene sine på når 
de skal definere hvilket normalområde dataene vanligvis befinner seg innenfor og hva terskelen er for 
feilverdier.  
 
Fordelingsparameterene kan være basert på:  

- De 14 testseriene 
o Ved gjennomsnitt (Mean) 
o Ved regresjon (Reg) 

- Lokaltilspasset fra kvalitetskontrollert data fra serien vi ser på (Local)  
- Regresjon av parametere fra de 14 testseriene til stasjonene i klimareferansedatasettet 

(ParReg)  
 
Tersklene kan være basert på  

- Gjensomsnitt av de 14 testseriene (Mean)  
- Regresjon (Reg)  

 
Kombinasjonen av hva fordelingsparametrene og terkslene er basert på gir navn på metodene:  
 

Metode  Fordelingsparameter basert på Terskel basert på  
Mean  Mean Mean 
Reg  Reg Reg  
Local_mean Local Mean 
Local_reg Local Reg 
Parreg_plimmean ParReg Mean 
Parreg_reg ParReg Reg 
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Metode  
Til å begynne med har vi laget enkle oppsummeringer av resultatene. Vi har produsert figurer som viser 
gjennomsnittlig karakter for de forskjellige metodene, fordeling av karakterer, antall detekterte 
anomalier mot antall ekte positive (riktige «feil»), og fordeling av «precision» og «recall» (sensitivitet).  
 
Presisjon er beregnet ut fra hvor stor andel av de detekterte anomaliene som er ekte positive. I de 
tilfellene der det ikke er noen oppdagede anomalier, og derfor heller ingen ekte positive, er presisjonen 
satt til 1. Egentlig kan man ikke si noe om presisjon i disse tilfellene, men å ikke inkludere de gir 
muligens også et skjevt bilde av fordelingen av presisjon.  
 

Presisjon=
Antall ekte positive

Antall oppdagede anomalier
 

 
Sensitivitet sier noe om hvor mange av de faktiske feilene som finnes i datasettet som er oppdaget av 
modellen. Det er beregnet som: 
 

Sensitivitet=
Antall ekte positive

Antall ekte positive+antall uoppdagede anomalier
 

 
Deretter har vi omgruppert karakterfordelingen fra 0-10 til 1-3. Dette er fordi karakterene er satt veldig 
subjektivt, og grensene mellom de gamle karakterene ser ut til å være litt diffuse. Derfor har vi satt 
karakter 0-4 til å være dårlig (ny karakter 1), karakter 5-7 til å være middels (ny karakter 2) og karakter 
8-10 til å være god (ny karakter 3). Videre har vi oppsummert karakterfordelingen i nye histogrammer. 
Deretter har vi sett nøyere på hver enkelt metode, og forsøkt å oppsummere hva det er som gjør at 
modellen presterer dårlig/middels/bra ved å lese kommentarene i excel-arket, sammen med informasjon 
om terskel eller fordeling er satt helt feil av modellen.  
 
 
Resultater  
Deler opp resultatene i egne avsnitt for feiltypene spiker, flate/lineære data, pendel og verdi.  
 
Spiker  
 
Antall detekterte anomalier mot antall positive, og gjennomsnittlig karakter 
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I figuren til venstre ser man antall oppdagede anomalier, og antall faktiske feilverdier for hver metode.  
Til høyre er gjennomsnittlig karakter for hver av metodene. Som vi ser gir mean den høyeste 
snittkarakteren, men det er local_mean som har høyest andel sanne positive. Likevel gjør mean det 
relativt bra i forhold til andel sanne positive.   
 

 
 
I figuren under er fordeling av precision og recall/sensitivitet plottet for hver av metodene. Presisjonen 
er ganske bra for de fleste metodene, men aller best for mean og local mean. Sensitiviteten er ganske 
lav for alle metodene, som vil si at alle metodene har en del uoppdagede feil.  
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I figurene nedenfor finner vi fordeling av antall karakterer, både fordelt på tidligere karakterspenn (0-
10), og ny gruppering (1-3).  
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Generelle trends:  
Av alle metodene har mean langt færre kritisk dårlige resultater – de fleste dårlige resultater ligger på 
grensen til middels og generelt var det lite forskjell mellom karakter 3 og 5 for denne metoden. Metode 
reg gjør det også akseptabelt, mens resten av modellene gir relativt dårlige resultater, med local_reg i 
bunnen. For alle metoder gjelder det at feil-deteksjon skyldes feil terskel, som, avhengig av metode, 
enten markere for lite eller for mye data. Fordeling, gamle data eller punktekspandering har lite til ingen 
effekt.  
 
Dårlig prestasjon (vurdering 1):  
Local-mean og local_reg: feil terskel og lav eller ingen deteksjon.  
Mean: feil terskel med lav deteksjon, eller deteksjoner av flomtopper, eller i noen tilfeller mange 
deteksjoner som ikke er reelle. 
Parreg_plimmean, parreg_plimreg og reg: feil terskel, enten med ingen deteksjon eller helt ekstrem 
overdeteksjon. 
 
Middels prestasjon (vurdering 2):  
Local-mean og local_reg: Blandet resultat med generelt bedre deteksjon, men fortsatt mange påvirkede 
flomtopper eller mangel på deteksjon. Misser gjerne store spiker på 30-40cm. 
Mean: Få tilfeller av påvirkning av flomtopp, og noen tilfeller der deteksjon kunne ha vært mer presis. 
Misser også gjerne større spiker på +10cm. Generelt lite overdeteksjon (unntaket flomtoppene som 
markeres). 
Parreg_plimmean, parreg_plimreg og reg: Terskel mer nøyaktig, men generelt fortsatt overdeteksjon. 
Lite underdeteksjon, men fortsatt tilfeller der modellene misser tydelige spiker. 
 
Bra prestasjon (vurdering 3):  
For alle: Høy suksess, lite overdeteksjon og veldig lavt antall uoppdagede. Ofte er uoppdagede små 
spiker eller spiker i rotet data.  
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Flate data 
For flate data ser vi at alle metodene detekterer en del feil ukorrekt, altså mange falske positive. Men 
igjen er det Mean som presterer best med tanke på snittkarakter, og andel sanne positive.  
 
 

 
I plottet under for presisjon og sensitivitet ser vi at presisjonen ikke er like høy som vi skulle ønsket, og 
av metodene er det kanskje mean som igjen har høyest nivå. Sensitiviteten er ganske høy, som reflekterer 
at modellene markerer for mye data som feil heller enn for lite.  
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Vurdering fra studenter (antall stasjoner): 

 
Ny Inndeling (antall stasjoner): 
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Generelle trends:  
Her gjør local_mean det dårligst, med klart flest dårlige vurderinger. Mean, Parreg_plimmean og reg 
gjør det bedre, med tilsvarende mange eller flere middels gode vurderinger som dårlige, og en god andel 
gode vurderinger.  
 
Dårlig prestasjon (vurdering 1):  
Mean: Tar mye normale data i tillegg til faktiske flate data. Mye grunnet lav oppløsning på og lite 
variasjon vinterstid. Flest (ift andre karakterer) fordeling helt feil, og 2 situasjoner med terskel helt 
feil.  

• Eksempel – 62.5 Bulken Vangsvatnet er det detektert 53 feil, hvorav 6 er ekte positive, og det 
er 1 uoppdaget feil. Ganske høy andel av normaliserte data befinner seg i stolpen med 
laveste standardavvik, som blir kuttet ut av terskel. Her har local_mean bedre fordeling og 
den beste terskelen (den med lavest standardavvik), og får karakter 6. 

• Eksempel – Fordeling helt feil: 127.6 Grunnfoss. Fordelingen er mye smalere og høyere og 
sentrert rundt et lavere standardavvik enn det dataene faktisk er. Terskelen detekterer 6 
anomalier, hvorav 2 er ekte og det er 2 uoppdagede. Local_mean har godt tilpasset fordeling 
her, men får likevel terskel helt feil og flere falske positive.  

Local_Mean: Tar mye reelle data, slåt ut på gamle data og vintertid. Lengre vindu blir foreslått fra 
studentene. Mye gamle data som er årsak til feil.  

Reg: Mange helt feile fordelinger. Mye overdeteksjon. I det øvre sjiktet (karakter 4) er det mest feil i 
gamle data.  

ParReg_PlimMean: Tar mye gamle data, og en del helt feil fordeling.  

 
 
Middels prestasjon (vurdering 2):  
 
Mean: Ingen helt feil terskel, men noen helt feil fordeling. En del feil i gamle data, og mange 
punktekspanderingsfeil. Deler opp perioder med flate data i flere biter, det foreslås å øke fra 3 til 5-6 
dager. Ganske stor andel ekte positive, men noen uoppdagede.  
 
Local_mean: Mest feil i gamle data og punktekspanderingsfeil. Noen uoppdagede feil. Noen usikre 
kommentarer på at det er vanskelig å bedømme.  
 
Reg: Ingen helt feil terskel, en del helt feil fordeling, mest feil i gamle data og punktekspanderingsfeil.  
 
Parreg_plimmean: Ingen terskel helt feil. Noen få fordeling helt feil (4/44). En del feil i gamle data og 
punktekspanderingsfeil.  Tar en del vinterdata  
 
Bra prestasjon (vurdering 3):  
 
Mean: Kun 1 fordeling helt feil, 1 mest feil i gamle data, og 2 punktekspanderingsfeil. Høy grad av ekte 
posititve, og kun noen få uoppdagede. En del uten detekterte feil i det hele tatt (eller uoppdagede).  
 
Local_mean: Noen fordeling helt feil (4),  noen feil i gamle data og 3 punktekspanderingsfeil. Har noen 
ganger flere plott over det samme området der mean hadde ett plott.  
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Reg: Mange fordeling helt feil! Noe feil i gamle data og noen punktekspanderingsfeil. Fordelingsmessig 
gjør den det dårligere enn mean og parreg_plimmean.  
 
Parreg_plimmean: Kun en fordeling helt feil, en mest feil i gamle data og to punktekspanderingsfeil. Få 
uoppdagede. Noe vinterdataproblemer.  
 
 
Antall detekterte anomalier, ekte positive og uoppdagede anomalier fordelt på opprinnelig 
karaktersetting (kun gjort for flatdata).  
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Verdi 
I plottet under ser man at Mean og Local mean er de metodene som nesten kun detekterer sanne positive, 
og har sammen med Reg høyest snittkarakter.  
 

I figuren på neste side ser man at presisjonen er tilsvarende høy, og recall er også god her.  
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Vurdering fra studenter (antall stasjoner): 
 

 
 
 
Ny Inndeling (antall stasjoner): 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

89 
 

 
 
Generelle trends:  
 
Generelt sett er andel ekte positive høyt, og der modellen presterer dårlig er det på grunn av uoppdagede 
feil.  
 
 
Dårlig prestasjon (vurdering 1):  
 
Mean: Kun ett tilfelle med karakter 4 på opprinnelig skala, markert med helt feil fordeling, en oppdaget 
anomali (ekte positiv) og 3 uoppdagede.  
 
Local_Mean: 6 tilfeller, der to har terskel helt feil. Dårlige karakterer kommer på grunn av høyt antall 
uoppdagede, men alle de oppdagede er ekte.  
 
Parreg_plimmean: 25 tilfeller, Der de fleste kommer av at terskel eller fordeling er helt feil. Veldig få 
ekte positive.  
 
Reg: 21 tilfeller, der de fleste kommer av terskel helt feil og fordeling helt feil. Hovedsakelig «bunnene» 
som er feil.  
 
Middels prestasjon (vurdering 2):  
 
Mean: Få terskel/fordeling helt feil. Denne vurderingen kommer hovedsakelig av at terskelen ikke ligger 
tett nok på de ekte dataene, og dermed har en del uoppdagede feil.  
 
Local_mean: Noen fordeling helt feil. Ganske bra andel ekte positive, men en del uoppdagede.  
 
Parreg_plimmean: Her er det noen helt feile terskler, men få feile fordelinger. En del uoppdagede feil, 
men de fleste oppdagede er ekte positive.  
 
Reg: Et par helt feil fordeling, men hovedsakelig er det også på grunn av for lav terskel at disse ikke 
presterer bedre.  
 
Bra prestasjon (vurdering 3):  
 
Mean: Ingen helt feil terskel, men noen helt feil fordeling. Selv da presterer det bra med høyt antall ekte 
positive og få uoppdagede.  
 
Local_mean: Noen få helt feil fordeling, og en punktekspanderingsfeil. Noen av stasjonene er markert 
med at denne metoden har den beste terskelen.  
 
Parreg_Plimmean: En del fordeling helt feil, og noen litt dårlig nedre terskel 
 
Reg: En del fordeling helt feil, Har en del kommentarer om at dette er den beste terskelen (sammenlignet 
med de andre metodene for samme stasjon).  
 



 
 

90 
 

 
 
 
 
Pendel 
For pendelfilteret er det detektert veldig mange falske positive, spesielt for Mean og Reg. Men det er 
ikke markert mange ekte positive her (opp mot 300 tilfeller), så det kan tyde på at problemet ikke er 
særlig stort. Til sammenligning er det mellom 1300 og 3000 tilfeller for de andre filterene. 
Karaktersettingen er tilsvarende lav på grunn av overdeteksjon.  
 

I plottet på neste side ser vi som forventet at en høy andel av stasjonene på de forskjellige stasjonene 
har fått lav presisjon. Sensitiviteten ser derimot ut til å være høy for Mean og Reg, som plukker opp 
«alle» feilene (i tillegg til mange falske positive), mens for Local Mean og ParReg Mean  er den enten 
svært lav eller høy, altså enten detekterer metodene alle anomaliene som finnes i stasjonsserien, eller så 
detekterer de ingen.  
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Vurdering fra studenter (antall stasjoner): 
 

 
 

Ny inndeling (antall stasjoner): 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Generelle trends: 
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Alle pendulum metoder gjør det generelt dårlig, og størstedelen av forsøkene ender med karakter 1 
(dårlig) i ny vurdering. Dog ser vi at både local_mean og parreg_plimmean generelt gjør det bedre, 
særlig i toppen av spektrumet. Den generelle trend er feil terskel, med lite påvirkning pga. fordeling, 
gamle data eller punktekspandering. 

Dårlig prestasjon (vurdering 1): For local_mean og parreg_plimmean skyldes de kritiske feilene i det 
lave segment, at anomalier ikke detekteres i det hele tatt. Dette er motsatt for mean og reg, der 
overdeteksjon er et problem. For mean og reg er det derfor stor påvirkning av flomtopp. 

Middels prestasjon (vurdering 2): Her sliter alle modeller med overdeteksjon av spiker og i noen 
tilfeller reelle data, men her er også en del stasjoner der datasett er vanskelige, enten pga. kategori 20 
påvirkning eller områder med data som er pendel-lignende (dog ikke reel pendel). Antall uoppdagede 
er generelt lavt. 

Bra prestasjon (vurdering 3): Her finnes alle feilfrie tilfelle/deteksjoner, men også enkelttilfelle med 
overdeteksjon av enkeltspiker, eller datasett der det diskuteres om der er pendelfeil å teste på i det hele 
tatt.  

Oppsummering 
Generelt sett ser vi at prestasjonen til de forskjellige filtermetodene ikke er høy nok til å kunne settes i 
drift, og vi må derfor jobbe mer med regionalisering/tilpasning av fordelingsparametere og terskler.  
Unntaket er for verdifilteret, som er det enkleste filteret og som gir gode resultater når det kommer til 
presisjon og sensitivitet.  
Spikerfilteret ser også ut til å prestere rimelig bra, og har relativt god presisjon for Mean og Local Mean, 
selv om metodene ikke oppdager alle anomaliene.  
For flatdatafilteret, eller lineærfilteret, detekteres for mye av normale data som anomalier, og terskelen 
for hva som er markert, eller fordelingsparameterene, burde tilpasses bedre.  
Overdeteksjon er også et stort problem for pendelfilteret, som generelt presterer dårlig. Det som kommer 
fram av antall ekte positive er at det ikke er så mange tilfeller av pendelfeil i de tidsseriene som har blitt 
brukt i kjøringen, sammenlignet med de andre feiltypene.  

Av de forskjellige metodene presterer muligens Mean best, som er overraskende med tanke på at det er 
den enkleste metoden, kun basert på fordeling og terskel fra de 14 testseriene. Deretter kommer Local 
Mean og Reg, i hvertfall for de to filterene som presterer rimelig bra (spiker og verdi).  

Videre burde vi jobbe med implementering av kunstige feil i kvalitetskontrollerte data. På den måten 
kan vi trene og teste metodene med en fasit, slik at vi muligens får bedre tilpassede fordelinger og 
terskler til enhver stasjon.  
I tillegg burde vi utføre regresjonsanalyse på feltparametere, slik at vi kan forsøke å finne 
sammenhengen mellom feltegenskaper og metodikk.  
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